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1 Entropy

Je n’ai fait celle-ci plus longue que parce que je n’ai pas eu le loisir de la faire plus courte.
I have made this [letter] longer, because I have not had the time to make it shorter.

Blaise Pascal, Lettres provinciales, 1657

1.1 A precious bit of information

Consider the following puzzle!. 100 prisoners on an island wear hats: red or blue. The process of getting
these hats was completely random. No one knows his own hat, although everybody sees the hats of others.
In order to save their life, all prisoners should correctly guess the color of their hats. No communication is
possible, and all answers should be given at once.

The task seems hopeless, but fortunately, help is coming from the sky. An avionette pilot, who sees everyone,
will pass the necessary information to the prisoners through the light signals (red or blue, say). The prisoners
expected such a possibility, and could fix some strategy un advance. But time is pressing, so the question is
crucial:

How many signals are needed?

As you may guess, the answer is: just one. Please explain why?.

Exercise. If no help comes, the prisoners still have % chance to survive, provided they can secretly fix a

common strategy, e.g., let’s assume the zor is 0 (say). Show that this is also a lower bound, i.e., no strategy
can give a guarantee better than %

1.2 Notation, what is it?

An experiment: guess a word which somebody has thought of. Should it work as well with a number?

Note that integers written in a positional system are “densely packed”, unlike words of natural language.
That is, all strings over {0,1,...,9} denote some numbers (up to leading 0’s), while only few strings over
{a,b,...,z} are (meaningful) words. One explanation of this dissimilarity is that we dispose of efficient
algorithms to operate on (short) encoding of numbers, while our “algorithms” to communicate with words
require more redundancy.

Everyday life examples: writing the amount on cheque both by digits and by words, or spelling a flight
number by phone.

Information theory tries to reconcile two antagonistic objectives:

e to make the message as short as possible,

e to prevent errors while the message is sent by an uncertain channel.
Is there any message that we could not make shorter? We are warned by Berry’s paradox:

Let n be the smallest integer that cannot be described in English with less than 1000 signs.

Tt is inspired by Mathematical Puzzles by Peter Winkler [4], although the author of these notes has not checked if this
problem is in the book.
2Coding colors by bits 0 and 1, it is enough to know the zor of all colors.



(Thus we have described it.)

The concept of notation should be understood properly. Notation is not a part of an object, but it is given
“from outside” to a set of objects, in order to distinguish between them.

Definition 1. Any 1:1 function a: S — ¥*, where ¥ is a finite alphabet, is notation for S.

Proposition 1. If a : N — ¥* is notation for natural numbers with |X| > 2 then, for infinitely many k’s,
la(k)| > log, k.

Proof. Note that the number of strings over ¥ shorter than some n > 1 is

r"—1

L4r4+r 4. 4= —— <,
r—1
Forn > 1, let
k, = min{k € N—{0}: |a(k)| > n}.
Then, for i = 0,1,...,k, — 1, the string «(4) is shorter than n, hence k, < r™, and consequently

log, k, < n
< |alkn)l

(the last inequality by definition of k,,). Clearly, the set of all k,,’s is infinite, which implies the claim. [

Remark. The estimation of Proposition 1 can be viewed as tight. For example, a natural binary notation

n 0 1 2 3 4 5 6 7

a(n) € 0 1 00 01 10 11 000

(given by the formula a(n) = {0,1}'bin(n + 1)) satisfies |a(n)| < [logy n], for each n > 2. The intuition
behind the numbers k in Proposition 1, satisfying |a(k)| > log, k, is that they are hard for the notation «,
as they require long description. In Section 3, where we study a specific notation sending a number n to the
shortest program generating it, these numbers will be called Kolmogorov random.

As an application, we can see an “information-theoretical” proof of

Proposition 2 (Euclid). There are infinitely many prime numbers.

Proof. Suppose to the contrary, that there are only pi,...,pa. This would induce a notation o : N —
{0,1,#}, for n:pf1 ...pﬁf[‘/’,

a(n) = bin(By)#bin(B2)# ... #bin(Bum),

where bin(B) is the usual binary notation for 8 (|bin(3)] < 1+ log, 8). Since 27 < pf’i < n, we have
Bi <logsy n, for all i. Consequently
a(m)] < M(2 + log, log, )

for all n > 0, which clearly contradicts that |a(n)| > logg n, for infinitely many n’s. O



1.3 Codes

Any mapping ¢ : S — 3* can be naturally extended to the morphism ¢ : §* — ¥*,

P(s1-.-80) = @(s1)...0(sp)

Definition 2. A notation ¢ : S — X* for a finite non-empty set S is a code if the mapping ¢ is 1:1. A
code is prefix—free if moreover —p(s) < p(s'), for s # s'. (The notation x <y applied to strings means that
x is a prefix of y.)

A prefix-free code is sometimes called instantaneous, which is related to the property that a code word ¢(w)
can be decoded on-line; more specifically, we have the following property.

Fact 1. A code ¢ is prefiz-free iff, for any v,w € S*, ¢(v) < @(w) implies v < w.

Note that the property of being an (instantaneous) code depends only on the set $(S). Notice that € & ¢(5)
(why 7). Any prefix-free set is a code, the set {aa,baa,ba} is example of a non-instantaneous code, while
{a, ab,ba} is not a code at all.

In the sequel we will usually omit “hat” and identify ¢ with ¢.

We are generally interested in making |¢(w)| short, for the sake of storing data, as well as communication.
Clearly, in order to encode a set S of m elements with an alphabet X of r letters (with m,r > 2, say), it is
enough to use strings of length [log, m], so that |p(w)| < |w]| - [log, m], for any w € S*. However, in order
to make the coding more efficient, it is useful to use shorter strings for those elements of S which occur more
frequently.

There is an analogy between efficient codes and strategies in a so-called 20 question game. In this game one
person invents an object o (presumably, from some large set S), and the remaining players try to guess it
by asking questions (normally, up to 20), the answers to which can be only yes or no. So the questions are
generally of the form o € S 2, where S’ C S.

red ? o€ S ?
2N N
expensive 7 0€ Sy ?
P2 P2
RedHat ? o€ S3?
Clearly, [log, |S|] questions suffice to identify any object in S. Can we do better?

In general of course not, since a tree with 2* leaves must have depth at least k. However, if some objects are
more probable than others, we can improve the expected number of questions. (Besides, this feature makes
the real game interesting.)

Suppose the elements of a set S = {s1, 52, 53, 54} are given with probabilities p(s1) = 3, p(s2) = 1, p(s3) =
p(s4) = 5. Then the strategy



guarantees the expected number of questions

1 1 1 1 7
1~2+2-4+3-(8+8) =2
which is less than [log, 4] = 2.

In general, any binary tree with leaves labeled by elements of a finite set S represents some strategy for the
game over S (if we neglect the 20 threshold). All questions can be reconstructed bottom-up from the leaves,
so we need not bother about them. Identifying directions left and right with 0 and 1, respectively, we have
a mapping S — {0, 1}*, which sends each s to the corresponding leaf. In the example above, this would be

s1+— 0, s9+— 10, s3> 110, s4 +— 111.
Clearly, this mapping is an instantaneous code, in which the maximal (expected) length of a code word

equals the maximal (expected) number of questions.

The situation can be extended to the case of |X| = r > 2. We do not develop a corresponding game, but will
often explore the correspondence between instantaneous codes and r-ary trees.

Generally, a tree over a set X (or X-tree, for short) is any non-empty set T C X* closed under prefix relation
(denoted <). In this context, an element w of T is a node of level |w], € is the root, <-maximal nodes are
leaves, a node wv (with w,v € X*) is below w, and wz (with € X) is an immediate successor (or child)
of w. A subtree of T induced by w € T is T, = {v: wv € T'}.

Now, any instantaneous code ¢ : S — X* induces a tree over ¥, T,, = {w : for some s, w < ¢(s)}. Conversely,
any tree T C ¥* with |S| leaves induces an instantaneous code; in fact many (|S|!) codes, depending on
permutation of S.

As mentioned above, our goal is to optimize the code length, keeping the resistance for transmission errors.
The following is the first step toward the first objective.

Given a code ¢ : S — ¥*, let || : S — N denote the length function, given by |o|(s) = |¢(s)].

1.4 Kraft inequality

Theorem 1 (Kraft inequality). Let 2 < |S| < 0o and |E| =r. A function ¢ : S — N is the length function,
i.e., L = |p|, for some instantaneous code ¢ : S — X*, if and only if

1
ZW < 1 (1)

ses

Proof. (=) If all words ¢(s) have the same length k then, considering that ¢ is 1:1, we clearly have

1 rk
Yo S

ses



More generally, let k be the maximal length of all ¢(s)’s. For any s with |p(s)| = i, let
P, = {p(s)v:v e XF %}
(in other words, this is the set of nodes of level k below ¢(s) in the full X-tree). Clearly
Lot
wEP, il ke
and the sets Py, Py are disjoint for s # s’. Hence again

1 1
Zrlw(S)\ =22 rlol

ses SES weP;

IN

’I“k
r

(<) Let us enumerate S = {s1,...,8,,} in such a way that £(s1) < ... < {(sp,). For i =0,1,...,m —1,
we inductively define ¢(s;41) to be the first lexicographically element w of »4(+1) which is not comparable
to any of ©(s1),...,¢(s;) w.r.t. the prefix ordering <. It remains to show that there is always such w. Fix
i < m and, like in the previous case, let P, (for j =1,...,1) be the set of nodes of level £(s;1) below ©(s;),
we have | Py, | = r/(+1) =) We need to verify that

PLGHD =) | 01 —62) |y D) =L))o L(i+1)

which amounts to

1 1 1 ]
6 + 22) Tt 0 <L
This follows directly from the hypothesis; we may assume that the inequality is strict since ¢ < m. O

1.5 McMillan theorem

If a code is not instantaneous, the Kraft inequality still holds, but the argument is more subtle.

Theorem 2 (McMillan). For any code ¢ : S — X*, there is an instantaneous code ¢ with |p| = |¢'|.

Proof. The case of |S| = 1 is trivial, and if |S| > 2 then r = |X| > 2 as well. It is then enough to show
that ¢ satisfies the Kraft inequality. Let K = ¢ m Suppose to the contrary that K > 1. Let
Min = min{|¢(s)| : s € S}, Mazr = max{|¢(s)| : s € S}. Consider

. 1 n Mazx-n Nnyi
K _<ZM<S>|> = > 5

sES i=Min-n

where N, ; is the number of sequences ¢i, ..., ¢, € S™, such that i = |o(q1)] + ... + |p(g.)] = |o(q1 - - - qn)|-
Since ¢ is a code, at most one such sequence can be encoded by a word in X%, hence

N g
rt.

This follows
K" < (Max — Min) -n+1

which clearly fails for sufficiently large n. The contradiction proves that K < 1. O



1.6 Properties of convex functions
Before proceeding with further investigation of codes, we need to recall some concepts from the calculus.
Definition 3. A function f : [a,b] — R is convex (on [a,b]) if Va1, 22 € [a,b], VA € [0,1],

A1) + (1 =N f(z2) > fQr1+ (1= A)z2). (2)
It is strictly convex if the inequality is strict, except for A € {0,1} and x1 = 5.

Geometrically, it means that any chord linking two points of the function graph lies (strictly) above the
graph.

Lemma 1. If f is continuous on [a,b] and has a second derivative on (a,b) with f” >0 (f” > 0) then it is
convex (strictly convez).

Proof. Assume f” > 0. Then by the Mean value theorem, f” is weakly increasing on (a,b) (for a < t; <
ta < b, f'(t2) = f'(t1) = f"(1)(t2 — 1) 2 0).
Let ) = Ax1 + (1 — A)a2. Rearranging our formula a bit, we have to show

A(f(22) = f(20) < (1= N (F(@2) — f(2)).

Using the Mean value theorem, this time for f, it reduces to

?
Af'(@)(zy —21) < (1= A)f'(22)(22 — 1)
?
AL =Nf' (@) (w2 —21) < AL = N)f'(22) (22 — z1),
which holds since f’ is weakly increasing. If f”/ > 0 the argument is similar. O

In this course, unless stated otherwise, we consider only finite probabilistic spaces. If we say that X is
a random variable on S, we tacitly assume that S is given with probability mapping p : S — [0,1] (i.e.,
Y oscgP(s)=1),and X : S = R.

Recall that the expected value of X is

EX = Zp(s) - X (s).

seS
If S={s1,...,8m}, we adopt the notation p(s;) = p;, X(s) = x;. In this writing EX = p121 + ... + pmTm.

Note that EX does not depend on those x;’s for which p; = 0. We say that X is constant if there are no
x; # x; with p;,p; > 0.

Theorem 3 (Jensen’s inequality). If f : [a,b] — R is a convexr function then, for any random variable
X :8 = [a,bl],

Ef(X) = f(EX). 3)
If moreover f is strictly convex then the inequality is strict unless X is constant.
Proof. By induction on |S|. The case of |S| =1 is trivial, and if |S| = 2, the inequality amounts to

prf(z1) +paf(ze) >(>) f(pizy + poxa)

which is just the definition of (strict) convexity. (Note that X is constant iff p; € {0,1} or 21 = x2.)

Let S = {s1,...,8m}, and suppose the claim holds for any random variables over S’ |S’| < m — 1.



m — 1. We have

Without loss of generality we may assume that p,, < 1. Let p; =

S P ) = puf(m) + (= pn) Y 8
m—1
> pmf(@m) + (L—pm)f (Z iz xz)
=1
>

m—1
f <pmxm + (1 - pm) p; 1‘7,>

(S

Note that we have used the induction hypothesis twice: for the random variable given by probabilities

Py, ...,pm_q and values xy,...,2,_1, and for the random variable given by probabilities p,,,1 — p,,, and

1 .
values z,, and Y ;= pix;, respectively.

Now suppose f is strictly convex and in the above the equalities hold. Then the first auxiliary random
variable is constant, i.e., x; = C, for all ¢ = 1,...,m — 1, unless p; = p; = 0. Since the second auxiliary

random variable must also be constant, we have, whenever p,, > 0, x,, = Z:n 11 pix; = C, as well. O]

Convention We let
1
0log, 0 = Olog, 0= 0. (4)

This is justified by the fact that lim,_¢ zlog, z = lim,_,o —zlog, 1 = lim,_, —IOgTT'y =0

From Lemma 1, we deduce that, if » > 1 then the function zlog, x is strictly convex on [0,00) (i.e., on any
[0, M], M > 0). Indeed,

!
1
(zlog, )" = <logrx +x- 1ogr ) = -log, e > 0.

Lemma 2 (Golden Lemma). Suppose 1 = Y7, x; > >0 | y;, where z; > 0 and y; > 0, fori =1,...,q,
and let r > 1. Then

q
Z logr - > sz logT o

: Yi Z;
i=1

and the equality holds only if x; = vy;, fori=1,...,q.

Proof. Let us first assume that > 7, y; = 1. We have

Left — Right = Z:c, 1Ogr : Zyz ( ) og, =

Yi

Applying Jensen’s inequality to function zlog, x (on [0, 00)), we get

Zyz <y> logrﬂ > IOngZ/z (y) =0.

Yi =1



Here we consider the random variable which takes the value (y ) with probability y;. As the function zlog,

is even strictly convex on [0,00) (c.f. page 9), the equality implies that this random variable is constant.
Remembering that y; > 0, and >, 2; = >7_, y;, we then have z; = y;, fori=1,...,¢.

Now suppose Y ¢, y; < 1. Let yg41 =1 —>_7 ; i, and 411 = 0. Then, by the previous case we have

q q+1 q+1

Z logr : va logrf > sz logr : ZL 1ogr

. Yi T £
=1

Note that the equality may not hold in this case, as it would imply x; = y;, for ¢ = 1,...,g 4+ 1, which

contradicts the choice of yg41 # Tq41. O
Remark The Golden Lemma can be rephrased as follows, using substitution ¢; = logr y;. Suppose that
some non-negative real numbers /1, ..., ¢, satisfy the Kraft inequality, i.e., > 7 1 777 < 1. Then
q q 1
0. > oo —
i=1 i=1
and the equality holds only if x; = é , for i = 1,...,q. Thus, the choice of ¢; = log, = = would minimize

the right-hand side over all tuples of v’s satisfying the Kraft inequality (with the appropriate convention for
x; = 0).

1.7 Entropy

We come back to the strategy presented on page 5. The number of questions it needs to identify an object
s; is precisely log, ﬁ. It is possibly since probabilities in that game are powers of %

So, the expected number of questions is Y .-, p(s;) - log, ﬁ Using the Golden Lemma, we can see that
this number of questions is optimal. For, consider any strategy, with the number of questions to identify s;
equal {(s;). By the Kraft inequality > _." 2“5[) < 1.

Taking in the Golden Lemma z; = p(s;) and y; = %, we obtain

m

>opls) - Hs) = Yopln)-logy o o)

Clearly, a similar inequality holds whenever the probabilities are powers of % Note that in this case we

can precisely “translate” probabilities on the number of questions needed to guess an object. Namely, if

p(s) > p(s’) then in order to guess s’ we need log, p(( /)) questions more than to guess s.

The right-hand side of the inequality (5) makes sense also if the probabilities are not powers of % We thus
arrive to the central concept of Information Theory.

Definition 4 (Shannon entropy). The entropy of a (finite) probabilistic space S (with parameter r > 1) is

seS
= 721’)( 1Ogr ( ) (7)
seS

In other words, H-(S) is the expected value of a random variable defined on S by s +— log,. ﬁ.

Traditionally, we abbreviate H = Hs.

10



Remark The use of the function log in the definition of entropy can be seen in a more general context of
the so-called Weber-Fechner law of cognitive science, stating that the human perception (P) of the growth
of a physical stimuli (S), is proportional to the relative growth of the stimuli rather than to its absolute
growth,

as
0P ~ —
S
which, after integration, gives us
P = logs.

This has been observed in perception of weight, brightness, sound (both intensity and height), and even
one’s economic status. If we view probability as the measure of frequency, and hence its inverse p(ls) as the

measure of seldomness — or maybe strangeness — then the function log ﬁ occurring in the equation (6) can
be read as our “perception of strangeness”.

What values entropy can take, depending on the function p ? From definition we readily have H,.(S) > 0,
and this value is indeed attained if the whole probability is concentrated in one point. On the other hand,
we have

Fact 2.
H,.(S) < log,|S| (8)

and the equality holds if and only if p(s) = ﬁ, forall s € S.

Proof. Indeed, taking in the Golden Lemma z; = p(s;) and y; = ﬁ, we obtain

S p(s) - log, ﬁ < Y p(s) - log, |S] = log, |5,

ses seS

with the equality for p(s) = ﬁ, as desired. O

1.8 Minimal code length

As we have seen, if all probabilities are powers of % then the entropy equals to the (average) length of an
optimal code. We will see that it is always a lower bound.

Definition 5 (Minimal code length). For a code ¢, let
L) = D p(s)-|e(s)]-
seS
Given S and integer r > 2, let L,.(S) be the minimum of all L(p)’s, where ¢ ranges over all codes ¢ : S — ¥,
with |X| = r.
Note that, because of the McMillan Theorem (page 7), the value of L,.(S) would not change if ¢ have ranged

over instantaneous codes.

Theorem 4. For any finite probabilistic space S
H.(S) < L.(9) 9)

and the equality holds if and only if all probabilities p(s) are powers of %

11



Proof. For the first half of the claim, it is enough to show that
H.(S) < L(p)

holds for any code ¢ : S — ¥*, with |3| = r. We obtain this readily taking in the Golden Lemma x; = p(s;)

and Y; = m
Now, if the equality H,.(S) = L.(S) holds then we have also H,.(S) = L(y), for some code ¢. Again from
Golden Lemma, we obtain p(s) = HTl(S)', for all s € S.

On the other hand, if each probability p(s) is of the form ﬁ, then by the Kraft inequality, there exists
a code ¢ with |p(s)| = £(s), and for this code L(y) = H,(S). Hence L,(S) < H,(S), but by the previous
inequality, the equality must hold. O

The second part of the above theorem may appear pessimistic, as it infers that in most cases our coding is
“imperfect” (H,(S) < L,(S)). Note that probabilities usually are not chosen by us, but rather come from
Nature.

However, it turns out that, even with a fixzed S and p we can, in a sense, bring the average code length closer
and closer to H,.(S). This is achieved by some relaxation of the concept of a code.

Example Let S = {s1,s2} with p(s1) = 3, p(s2) = 1. Then clearly Ly(S) = 1. However, H2(S) < 1, since
the probabilities are not the powers of %

This means that we are unable to make the encoding of a message o € S* shorter than « itself, even on
average. Now, consider the following mapping:

51510 $182 +— 10
S951 > 110 s989 — 111

Of course, this is not a code of .S, but apparently we could use this mapping to encode sequences over S of
even length. Indeed, it is a code for the set S?. Consider S? = S x S as the product (probabilistic) space
with

p(si;s5) = plsi)-p(sj)

Then the average length of our encoding of the two-symbols blocks is

3\? 31 1\? 9 15 3 27
-] 14--=--(2+3 -] ==+ —=4+—==—=<2
<4) T3 4(+)+(4> 6716 16 16 "
As the reader may expect, if we proceed in this vein for n = 2,3, ..., we can obtain more and more efficient
encoding. But can we overcome the entropy bound, i.e., to get

L.(S™) =2
" <

H,.(5)

for some n ?

We will see that this is not the case, but the Shannon First Theorem (next lecture) will tell us that the
entropy bound can be approached arbitrarily close, as n — .

1.9 Entropy of the product space

We first compute the entropy H(S™) of S™ viewed as the product space. This could be done by a tedious
elementary calculation, but we prefer to deduce the formula from general properties of random variables.

12



Recall that the expected value of a random variable X : S — R (over a finite probabilistic space S) can be
presented in two ways, readily equivalent to each other:

EX = Y p(s)-X(s) (10)

ses

= > t-p(X =t). (11)

teR
In the last equation we assume that the sum of arbitrarily many 0’s is 0, and

pX=t) = > ) (12)

s: X (s)=t

The last notation is a particular case of p(¢ (X)), for some formula v, which denotes the probability that
Y(X) holds, i.e., the sum of p(s)’s, for those s, for which ¥(X(s)) holds.

We recall a basic fact from Probability Theory, which follows immediately from the first presentation of the
expected value (10).

Linearity of expectation If X and Y are arbitrary random variables (defined on the same probabilistic
space) then, for any a, 8 € R,

E(aX+p8Y) = «aFEX+ (QEY. (13)

Now consider two probabilistic spaces S and Q. (According to the tradition, if confusion does not arise, we
use the same letter p for the probability functions on all spaces.)

Let S x @ be the product space with the probability given by
p(s,q) = p(s) p@)
Given random variables X : S -+ R and Y : Q — R, we define the random variables X , Y, over S X @, by

):f(s,q) = X(s)
Y(s,q) = Y(q).

Note® that

pX=t)= > psa)= > D ps)pla)= > pls)=PX =t).

X (s,q)=t X(s)=t q€Q X(s)=t

Similarly, p(Y =t) = p(Y =1t).
Therefore, EX = EX and EY = EY. By linearity of expectation,

E(X+Y)=EX + EY = EX + EY.

Let in the above X : s — log,. p(ls), and Y : g — log, ﬁ. Then

. . 1 1 1 1 1
(X +Y)(s,q) =log, — + log, — =log, — - — =log, ——.
" p(s) " p(q) "p(s) plg) " p(s,q)
3Throughout these notes, we generally use notation Zzp(al """ ap) t(ai,...,ax), for the sum of terms ¢(a1,...,ar), where

(a1,...,ax) ranges over all tuples satisfying ¢ (a1, ..., ak).
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But, by Definition 4, this is precisely the random variable whose expected value amounts to the entropy of
the space S x @, i.e., o
H.(SxQ)=EX+Y).

Hence, the equation above gives us
H.(SxQ) = H.S+H.Q. (14)
Consequently,
H.S" = n-H.S. (15)

1.10 Shannon’s coding theorem

In order to estimate % — H,.(S), we first complete the inequality of Theorem 4 by the upper bound.

Theorem 5 (Shannon-Fano coding). For any finite probabilistic space S and r > 2, there is a code ¢ : S —
¥ (with |X| = r), satisfying

L(p) < H(S)+1.

Consequently
H.(S) < L.(S)< H.(5+ 1

Moreover, the strict inequality L, (S) < H-(S)+ 1 holds unless p(s) = 1, for some s € S (hence H.(S) =0).
Proof. For |S| = 1, we have trivially H,(S) = 0 and L,(S) = 1. Assume |S| > 2. We only construct an

appropriate length function ¢; the existence of a desired code will follow from Kraft’s inequality (Theorem 1).
We let

os) = [logr p(ls)w

for those s € S for which p(s) > 0. Then

Z rzl(s) < Z p(s) = Zp(s) =1.

s:p(s)>0 p(s)>0 sesS

We consider several cases. If (Vs € S)p(s) > 0, then ¢ is defined on the whole S, and the above coincides
with the Kraft inequality. But as £(s) < log, ﬁ + 1, we obtain

1
S0 1) < S0 (logy 1) = H(5) 4 1.
ses seS p
Now suppose that p(s) may be 0, for some s. If
1
Z (s) < L
p(s)>0

then we can readily extend the definition of ¢ to all s, such that the Kraft inequality Y ¢ -7 < 1 s
satisfied. Again, there is a code with length ¢, satisfying £(s) < log,. ﬁ + 1, whenever p(s) > 0, and hence

1
> p(s) - l(s) <> p(s)- (logT O 1) = H.(S) +1.

ses seS

14



(Remember our convention that 0 -log § = 0.)

Finally, suppose that
> =
porso |
We choose s’ with p(s’) > 0, and let
0y = s +1
0(s) = L(s), for s # 5.

Now again we can extend £’ to all s in such a way that the Kraft inequality holds. In order to evaluate the
average length of this code, let us first observe that our assumptions yield that 4(s) = log,. ﬁ, whenever

p(s) > 0. (Indeed, we have % < p(s) by definition of £, and 1 = 3° rf% = 2 _p(s)>0P(s), hence
p(s) = ﬁ, whenever p(s) > 0.) Then the code with length ¢ satisfies

D op(s) l(s)= Y p(s)-L(s)=p(s)+ Y p(s)-Ls) =p(s') + H(S).
seS p(s)>0 p(s)>0

Hence we get L, (S) < H,.(S) + 1 and the inequality is strict unless we cannot find s’ with 0 < p(s’) < 1. O

We are ready to state Shannon’s coding theorem, sometimes also called Shannon’s First Theorem.
Theorem 6 (Shannon’s coding theorem). For any finite probabilistic space S and r > 2,

lim Lo(5") = H,(5).

n—o00 n
Proof. We have from the previous theorem
H(S") < Ly(S") < Hp(S") + 1,

but since H,.(S™) =n - H.(S),

L (5™)
n n

which yields the claim. O

H,(S) <

IN

g

@

+
\

1.11 Conditional entropy

Entropy of random variable We often consider a random variable (over a finite domain) that takes
values in some abstract set X, e.g., a set of words, rather than in real numbers.

We define the entropy of a random variable X : S — X, by

1
H.(X) = X =t)-log, ——— 16
(X) ;p( ) log, (16)
Note that H,.(X) amounts to the expected value
H.(X) = E <log 1) (17)
' "p(X))

15



where p(X) is the random variable on S, given by p(X) : s = p(X = X(s)). Indeed,

1 1
> p(x 10g7m = > Z 10&@

tex teX X(s)=

1
= ZP ) - log, m

ses
which yields (17) by the equation (10).
Notational conventions: If the actual random variables are known from the context, we often abbreviate

the event X = a by just a; so we may write, e.g., p(z|y) instead of p(X = z|Y = y), p(x A y) instead of
p((X =2) A (Y =), ete.

Conditional entropy Let A:S — A, B:S — B, be two random variables. For b € B with p(b) > 0, let

1
HT(A|b) - ;p(a“}) logr m

If p(b) = 0, we let, by convention, H,(A|b) = 0. Now let

H.(AIB) = Y p(b)H.(Alb).
beB

Note that if A and B are independent then in the above formula p(alb) = a, and hence H,.(A|B) = H,.(A).
On the other hand, H,.(A|A) = 0; more generally, if ¢ : A — B is any function then

Hy(p(A)[4) = 0. (18)

Indeed, if p(A = a) > 0 then A) = p(a)|A =a) =1, and hence log =0.
y 1L p ply 2 ) rp

1
(p(A)=¢p(a)|A=a)
We will see more properties of the the conditional entropy in the sequel.
Joint entropy We also consider the couple (A, B) as a random variable (A4, B) : S — A x B,
(A4, B)(s) = (A(s),B(s))-

Note that the probability that this variable takes value (a,b) is p ((4, B) = (a,b)) = p((A=a) A (B =1)),
which we abbreviate by p(a A b). This probability is, in general, different from p(a) p(b). In the case if, for
alla € A)b€ B,

plaAd) = p(a)-pb),

(i.e., the events A = a and B = b are independent), the variables A and B are called independent.
Now H,.(A, B) is well defined by

H(A,B) = 3 planb)-log, p(alA ok

a€AbeB

Note that if A and B are independent then

1 1
log, = log, —— + log, —,
5 p(4, B) 5 p(A) % (B

16



Remembering the characterization (17) H.(X) = E (logr ﬁ), we have, by linearity of expectation (13),
Hr(Aa B) = HT‘(A) + HT‘(B)

In general case we have the following.
Theorem 7.

H.(A,B) < H.(A)+ H.(B). (19)
Moreover, the equality holds if and only if A and B are independent.

Proof. We rewrite the right-hand side a bit, in order to apply Golden Lemma. We use the obvious equalities
pa) =X yepp(anb), and p(b) =3 ,c 4 P(a A D).

1 1
H,(A)+ H.(B) = ;p(a) log, 7y * l;p(b) log, %y

1 1
= ZZp(aAb)long+ZZp(a/\b)logrm

ac AbeB beBacA

1
= Z p(a Ab)log, ———
pla)p

weXben ()p(b)

Note that the last expression is well defined, because if p(a) = 0 or p(b) = 0 then p(a Ab) = 0, as well.

Let us momentarily denote
(AxB)" = {(a,b):p(a) >0 and p(b) > 0}.
Clearly, equation (20) will not change if we restrict the sum to (A x B)™T, i.e.,
1
H.(A)+H.(B) = pla A b)log, ———

Then, applying the Golden Lemma (Lemma 2) to x = p(a Ab), y = p(a) - p(b), where (a,b) ranges over
(A x B)T, we obtain

1
Hr(AaB) = Z p(a/\b) logri
(a,b)e(AxB)+ p(a A b>
1
< a Ab)log,.
< 2 planblog oa

(a,b)e(AxB)+
= H,(A)+ H.(B).

Moreover, the equality holds only if p(a A b) = p(a) - p(b), for all (a,b) € (A x B)*, and consequently, for
all a € A, b € B. On the other hand, we have already seen that independence of A and B implies this
equality. O

1.12 Mutual information

Definition 6 (information). The value
L(A;B) = H.(A)+ H(B) - H,(A B). (20)

is called mutual information of variables A and B.
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Remark The above concepts and properties have some interpretation in terms of 20 questions game
(page 5). Suppose an object to be identified is actually a couple (a,b), where a and b are values of random
variables A and B, respectively. Now, if A and B are independent, we can do nothing better than identify a
and b separately. Thus our series of questions splits into “questions about a” and “questions about b”, which
is reflected by the equality H,.(A, B) = H,.(A) + H,(B). However, if A and B are dependent, we can take
advantage of mutual information and decrease the number of questions.

To increase readability, since now on we will omit subscript r, writing H, I, ..., instead of H,, I, ... Unless
stated otherwise, all our results apply to any r > 1. Without loss of generality, the reader may assume r = 2.

Remark From the transformations used in the proof of the theorem above, we easily deduce

I(A;B) = Z p(a Ab) <10gp(a)1p(b) —log p(al/\b)> . (21)

acA,beB

Hence I(A; B) can be viewed as a measure of the distance between the actual distribution of the joint variable
(A; B) and its distribution if A and B were independent.

Note that the above sum is non-negative, although some summands (log p(a)lp(b) — log p(alAb)> can be nega-

tive.

The following property generalizes the equality H(A, B) = H(A) + H(B) to the case of arbitrary (possibly
dependent) variables.

Fact 3 (Chain rule).
H(A,B) = H(A|B)+ H(B). (22)

Proof. Let Bt = {b: p(b) > 0}. We calculate:

1
H(A,B) = p(a Ab) - log ———
R parh
1
- plalb)p(b) - log ——
2 2 i) Palbp(b)

1 1
= ZZ (alb)p( (logp(alb)—i—logp(b))

acAbeBt
- Z Zp alb) log Z log ZP alb)
beB+ acA beB+ acA

— H(A|B)+ H(B).

we immediately get the following.
Corollary 1. For random variables A and B,
H(A|B) < H(A). (23)
Moreover, the equality holds iff A and B are independent.
The above can be interpreted that the entropy of A may only decrease if we additionally know B. Note

however, that this inequality holds on average, and may not be true for a particular value of B.
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Exercise Show an example where H(A[b) > H(A).

Applying the chain rule, we get alternative formulas for information:

I(A;B) = H(A)—- H(A|B) (24)
= H(B)—- H(B|A). (25)
This also implies that I(A; B) < min{H(A), H(B)}.
The Chain rule generalizes easily to the case of n > 2 variables Ay, As, ..., A,.
H(Ay,...,A,) = H(A1|As, ..., Ay) + H(As, ..., Ay)

= H(Ai|As, ..., Ap) + H(Ag|As, ... Ay) + H(As, ..., Ay)

> H(AilAig, ... Ay) (26)
i=1

if we adopt convention H(A|}) = A. From equation (26), we obtain a generalization of Theorem 7.

Corollary 2.

and the equality holds if and only if A4,..., A, are independent.

Proof. Indeed, we have H(A;|A;t1,...,4,) < H(A;), for i = 1,...,n, and the equality holds whenever A;
is independent from (A;41,...,A,) (for i < n). Hence, the equahty holds in (27) iff each A; is independent
from (A;q1,...,4,), fori=1,...,n—1, ie., all A;’s are independent. O

A more subtle generalization follows from relativization.
Fact 4 (Conditional chain rule).

H(A,B|C) = H(A|B,C)+ H(B|C). (28)
Proof. We use the fact that, whenever p(a A blc) > 0

plaAnbAc)  planbAe) plbAc)

a A blc) = = . =p(alb A c) - p(ble).
plantle) = HL2R0) - PEARED BRD — pals )l
Then we have
1
H(A,Bl|e) = Z p(a Able) - log ———
iy planble)

1 1
— S plalb A o) p(ble) - (bgp(a“,m +log p(blc)>

a,b
= Zp(b|c)-2p(a|b/\c)~log |b/\ —I-Zp blc) log Zp albAc).
b a

1

To make sure that the respective conditional probabilities are defined, we may assume that b ranges over
those values for which p(b A ¢) > 0. (The equations still hold, since the other summands disappear.)
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By taking the average over p(c), we further have

H(A,BIC) = Y plc)- H(A,Blo)

ceC

Zp Z -Zpa|b/\c)-10g |b/\ —|—Zp Zpb| ) - log |)
= Zpb/\c Zp albAc)- log \b/\c +Zp Zpb| -log —— |)

H(A|B,C) H(B|C)

as required. O

We leave to the reader to show that
H(A,B|C) < H(A|C)+ H(B|C) (29)
and the equality holds if and only if A and B are conditionally independent given C, i.e.,
p(A=aANB=bC=c¢) = p(A=a|C=c) -p(B=0>bC =c).

The proof can go along the same lines as on the page 17.

Conditional information We let the mutual information of A and B given C be defined by

I(A;B|C) = H(A|C)+H(B|C)— H(A,B|C) (30)
H(A|B,C)+H(B|C)
= H(A|C) - H(A|B,C). (31)

Finally, let mutual information of A, B, and C be defined by
R(A;B;C) = I(A;B)—1(A;B|C). (32)
Let us see that this definition is indeed symmetric, i.e., does not depend on the particular ordering of A, B, C":

[(A4;C) = I(A;C|B) = H(A) - H(A|C) — (H(A|B) — H(A|B, C))
= H(A) - H(A|B) - (H(A|C) — H(A|B,C)).

I(A;B) I(A;B|C)

Note however, that in contrast to I(A; B) and I(A4; B|C), R(A; B;C) can be negative.

Example Let A and B be independent random variables with values in {0,1}, and let
C=AadB.

Then I(A; B) = 0, while

I(A; B|C) = H(A|C) — H(A|B,C)

—_————
0

and we can easily make sure that H(A|C) > 0.
The set of equations relating the quantities H(X), H(Y),H(Z), H(X,Y),H(X,Y|Z), I(X;Y),I(X;Y|Z),
R((X;Y;Z), ..., can be pictorially represented by the so-called Venn diagram. (See, e.g., Wikipiedia

https://en.wikipedia.org/wiki/Information diagram; note however that this is only a helpful representation
without extra meaning.)

20


https://en.wikipedia.org/wiki/Information_diagram

1.13 Application: Perfect secrecy

A cryptosystem is a triple of random variables:

e M with values in a finite set M (messages),
e K with values in a finite set K (keys),

e C with values in a finite set C (cipher-texts).

Moreover, there must be a function Dec : C x K — M, such that
M = Dec(CK)
(unique decodability).

Note that we do not require that C' be a function of M and K, since the encoding need not, in general, be
functional. It can, for example, use random bits (like in the Elgamal cryptosystem, see, e.g., [3]).

A cryptosystem is perfectly secret if I(C; M) = 0.

Example: One time pad Here M =K =C = {0,1}", for some n € N, and
C = MoK

where @ is the component-wise zor (e.g., 101101 & 110110 = 011011). Hence Dec(v,w) = v @ w, as well.
Moreover we assume that K has uniform distribution over {0,1}", i.e., p(K = v) = 5, for v € {0,1}", and

n
that K and M are independent.

In order to show perfect secrecy, it is enough to prove that M and C are independent (see Theorem 7 and
Definition 6), and to this end, it is enough to show

p(C=wM=u) = p(C=uw). (33)
We have
p(C=w) = Z p(M=uNK =)
uPv=w

1
Zu:p(MZU)';n

1
= o
On the other hand, we have
WM — ) — p(C=wAM=u)
_ p(K=uDwAM=u)
- p(M =) (%)
_ p(K=udw) p(M=u)
a p(M = u) (30)
1

To infer (35) from (34), we used the fact that, in One time pad, the values of M and C determine the value
of K; hence we have the equivalences

C=uwANM=u<—= K=uduwANC=wAM=-u<+= K=udbwAM=u.
This proves (33).
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Exercise. Show that the independence of M and K is really necessary to achieve perfect secrecy of One
time pad.

Remark. Note that the distribution of M is not, in general, uniform, and consequently C' and K may be
dependent. In the example below (with n = 1), we have p(K = 1|C' = 0) = p(K = 0|C = 1) = 2, and
therefore it is more likely that K = 1 — 4 rather than 7, whenever C' = i.

0jo0j1}j1]1]1|M
0j1]0]0]1]|1]K
0j1(1]1]0|0]C=M+K

This is precisely why the system must be “one time”. After one use of a key, the adversary gets already some
information about it. Consequently, if a key is reused, the cryptologist has a non-zero chance to decode the
message. This indeed happened in history; see the literature* on the American VENONA project (1943
1980), which succeeded in reconstructing a number of KGB messages, because Soviets reused some portion
of keys in the One time pad.

Theorem 8 (Shannon’s Pessimistic Theorem). Any perfectly secret cryptosystem satisfies
H(K) > H(M).
Consequently (c.f. Theorem 5)
L.(K) > H.(K) > H- (M) > L.(M)—1.

Roughly speaking, to guarantee perfect secrecy, the keys must be (almost) as long as messages, which is
highly impractical.

Proof. We have

H(M) = HM|C,K)+ I(M;C) + I(M;K|C)
—— —_——

H(M)—H(M|C) H(M|C)—H(M|K,C)

But H(M|C; K) =0, since M = Dec(C, K) is a function of (C, K), and I(M;C) = 0, by assumption, hence

H(M) = I(M;K|C).
By symmetry, we have
H(K) = H(K|M,C)+I(K;C)+ I(K;M|C),
———
H(M)
which gives the desired inequality. O

As another application of the quantitative concept of information, we observe a property which at first
sight may appear a bit surprising. Let A and B be random variables; we may think that A represents
some experimental data, and B our knowledge about them. Can we increase the information about A by
processing B (say, by analysis, computation, etc.)? It turns out that we cannot.

Lemma 3. Suppose A and C are conditionally independent, given B (see page 20). Then

I(A;C) < I(A;B).

4E.g., the very informative Dirk Rijmenants’ website http://users.telenet.be/d.rijmenants/en/onetimepad.htm.
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Proof. First note the following chain rule for information:

I(A4;(B,0)) = I(40) + I(4B|C)
H(A)—H(A|B,C) H(A)—-H(A|C) H(A|C)—H(A|B,C)

By symmetry, and from the conditional independence of A and C'

I(4;(B,C)) = I(A;B)+1(4;C|B),
0
which yields the desired inequality. O

Note that the equality holds iff, additionally, A and B are conditionally independent given C.
Corollary 3. If f is a function then

I(A; f(B)) < I(A;B). (38)
Proof. Follows from the Lemma, since

I(A; f(B)|B) = H(f(B)|B) — H(f(B)|A, B) = 0.

0 0

2 Information channels

2.1 Channels

Definition 7 (channel). A communication channel T" is given by
e a finite set A of input objects,
e q finite set B of output objects,

e a mapping A x B — [0,1], sending (a,b) to P(a — b), such that, for all a € A,

> Pla—b) = 1.

beB

Random variables A and B with values in A and B, respectively, form an input-output pair for the channel
T if, for alla € A,b € B,

p(B=blA=a) = P(a—0b).

We visualize it by

A—[T |- B.

Note that if A and B form an input-output pair then

p(A=a ANB=b = Pla—b) p(Ad=na).
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Hence, the distribution of (A, B) forming an input-output pair is uniquely determined by A (for fixed T'). In
particular, a suitable B exists and its distribution is determined by

p(B=b) = Y Pla—b) p(A=a). (39)
acA

Knowing this, the reader may easily calculate H(A, B), H(B|A), I(4; B), etc. (depending on I" and A).
We define the capacity of the channel T by

Cr = max I(A; B), (40)
where, for concreteness, I = I. Here A ranges over all random variables with values in A, and (A, B) forms

an input-output pair for I'. The maximum exists because I(A; B) is a continuous mapping from the compact
set {p € [0,1]" : 3", 4 p(a) = 1} to R, which moreover is bounded since I(4; B) < H(A) < log|A|.

If A={a1,...,am}, B=1{b1,...,b,}, then the channel can be represented by a matrix
Py ... P,
Poi o P,

where P;; = P(a; — b;).

The formula for distribution of B in matrix notation is

P11 Pln

(p(a1),...,plam)) - = (p(b1),...,p(bn)). (41)
Pml Pmna

Examples

We can present a channel as a bipartite graph from A to B, with an arrow a — b labeled by P(a — b) (if
P(a — b) = 0, the arrow is not represented).

Faithful (noiseless) channel Let A= 85={0,1}.
0 0

1 1

(0 1)

Since A is always a function of B, we have I(A; B) = H(A), and hence the capacity is
Cr = m}xI(A;B) = mng(A) =log, |A| = 1.

The matrix representation of this channel is

Inverse faithful channel

0 0  matrix representation: ( (1)

<

é >, capacity: Cp = 1.
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Noisy channel without overlap Here A ={0,1}, B={0,1,2,3}.

0
3

0 K 1
2

1 3 2
2
3

3

The matrix representation is

wi= O

)

Here again A is a function of B, hence I(A; B) = H(A) — H(A|B) = H(A), and therefore Cp = 1.

O
win O©

7N
[en) SIS

Noisy typewriter Here® we assume A = B = {a,b,...,2} (26 letters, say), and

pla = a) = pla — next(a)) = 1

2
where next(a) = b, next(b) =c, ..., next(y) = z, next(z) = a.
We leave to the reader to draw graphical and matrix representation.
To compute the capacity, first observe that, for any «,
H(B|a) = p(a]a) - log 1 + p(nezt(a)|a) - log b (1 + 1) -logy 2 =1.
(o) p(next(a)|a) 22

Hence
Cr =maxI(A; B) =max H(B) — H(B|A) =1og26 — 1 =log 13
A A N—_——

1

(the maximum is achieved for A with uniform distribution).

The reader may have already grasped that capacity is a desired value, like information, and unlike entropy.
What are the channels with the minimal possible capacity, i.e., Cr = 07

Bad channels Clearly Cr = 0 whenever I(A; B) = 0 for all input-output pairs, i.e., all such pairs are
independent. This requires that p(B = b|A = a) = p(B = b), for all a € A, b € B (unless p(A = a) = 0),
hence for a fixed b, all values p(B = b|A = a) (i.e., all values in a column in the matrix representation) must
be equal.

For example, the following channels have this property:

0 0 1
5 Typewriter had been a mechanical device for writing used between clay tablets and computers, see, e.g., Wikipiedia
https://en.wikipedia.org/wiki/Typewriter.

0
0

[T
[T
NN
oo -
Wl ol =
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The last example is a particularly dull channel, which always outputs the same value. Note that in this case
H(B) is always 0, which means that the entropy may sometimes decrease while sending a message through
a channel. However, in most interesting cases it actually increases.

The following example is most important in our further studies.

2.2 Binary symmetric channel (BSC)

Here again A = B = {0,1}.

0 0
-P
-p

1 1
P

Letting P = 1 — P, the matrix representation is

(%)

P P

Prior to calculating Cr, we note the important property.

Fact 5. If (A, B) forms an input-output pair for a BSC then
H(B) > H(A).

Moreover, the equality holds only if P € {0,1} (i.e., the channel is faithful or inverse-faithful), or if H(A) =1
(i.e., the entropy of A achieves the mazimal value).

Proof. Let ¢ = p(A =0). Then p(A =1) = g, and we calculate the distribution of B by the formula

_ P P N
(q,q)-(P P>=(qP+qP,qP+qP)
—_——— ——
p(B=0)  p(B=1)
Let r = p(B = 0). Then
H(A) = —qlogqg—qlogq
H(B) = -—rlogr—rlogr

Recall our convention (4) that 0log, 0 = 0log,. % =0, and let h denote the mapping

h(z) = zlnz+ (1—2)In(l —z),

defined for 0 < z < 1. We easily calculate (for 0 < x < 1)

R(z) = 14+nz—1-In(l-21)
1 1

" _ o+

r'(x) = x+1—x>0'

Hence by Lemma 1 (page 8), the function h(x) is strictly convex on [0, 1], and it readily implies that so is
the function

logoe-h(z) = =zlogyx+ (1 —x)logy(l —z).
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Taking in the definition of convexity (2) 1 = ¢, 2 = G, and A = P (hence Azq + (1 — X)as = r), and noting
that h(q) = h(q), we obtain that

glogg+qlogg > rlogr+7logr
ie, H(A) < H(B)

and, moreover, the equality holds only if P € {0,1} or if ¢ = g, which holds iff H(A) = log, [{0,1}| =1. O

We are going to calculate Cr. It is convenient to use notation
H(s) = —slogys—(1—s)logy(1—3s) (42)

(justified by the fact that H(s) = H(X), whenever p(X = 0) = s, p(X = 1) = 5). Note that H(0) = H(1) =
0, and the maximum of H in [0,1] is H(3) = 1.

By the definition of conditional entropy, we have

H(B|A) = p(A=0)- <p(B:0|A:O).logp(B:éA:O) +p(B:1|A:0)~logp(B:11|A:0)>
+p(A=1)- <p(B_0A—1)~10ng:3M:U +p(B—1|A—1)'10gp(B:11|A:1)>

1 _ 1 _ 1 1
= A=0)-{P-log—=+P-log—= A=1)-{P-log=+ P-log —
p(A=0) ( g5+ ogp>+p( ) ( 0g 5 + ogp>
1 _ 1
= P-log—=+ P -log—=
g5 + g5
= H(P).
Hence, H(BJ|A) does not depend on A.
Now, by the calculation of the distribution of B above, we have
H(B) = H(gP+qP)

which achieves the maximal value 1 = H (%), for g = % Hence

Cr = max H(B) — H(B|A) = 1 - H(P). (43)

2.3 Decision rules

Suppose we receive a sequence of letters b;,,...,0b;, , transmitted through a channel I'. Knowing the matrix
(P(a — b)aecApen), can we decode the message?

In some cases the answer is simple. For example, in the inverse faithful channel (page 24), we should just
interchange 0 and 1. However, for the noisy typewriter (page 25), no “sure” decoding exists. For instance, an
output word afu, can result from input zet, but also from aft, and many others® (but not, e.g., from input
abe).

In general, the objective of the receiver is, given an output letter b, to guess (or “decide”) what input symbol
a has been sent. This is captured by the concept of a decision rule, which can be any mapping A : B — A.
Clearly the receiver wants to maximize p(A = A(b)|B = b).

The quality of the rule is measured by
Prc(A,A) =4ep p(AoB=A), (44)

6The reader is encouraged to find some “meaningful” examples.
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where (A, B) forms an input—output pair’. We have from definition

p(AoB=A4) = Z p(A=aANB=bAA(b) =a)
a€AbeB
= ) p(B=bAA=A(D)).
beB

The last term can be decomposed in two ways using conditional probabilities, whenever defined.

p(B=bAA=A®b) = p(A=A®)-p(B =bA=A®) = p(B =b) - p(A = AW)|B = b)

P(A(b)—Db)

Similarly, we have

Z p(A=aANB=b)=p(A=aNA(B)=a)=p(A=a) -p(A(B) =a|A=a)
b:A(b)=a

whenever p(A) > 0. This gives us several formulas to compute Prc(A, A)

Pro(A,A) = ) p(B=b) p(A=AD)B=bh) (45)
beB

= Y p(A=A@)) - P(A(D) — b) (46)
beB

= Y p(A=a)-p(A(B) = a|A = a), (47)
acA

all of them useful.

Dually, the error probability of the rule A is
Prg(A,A) = 1-Pro(AA)

> p(A=aAB=bAA(D)#a).
ac€AbeB

We can compute it, e.g., by

Prp(AA) = Zp(A:a)~p(AoB7éa|A:a) (48)
acA

We refer the reader to https://drive.google.com /file /d /0B3HSaaQuarpMW X Fzc194ZTFsTHc /view, Problem
2, for a concrete example.

We are generally interested in rules maximizing Prco (A, A), and thus minimizing Prg(A, A).

If the distribution of A is known, the above objective is realized by the following.

Ideal observer rule This rule sends b € B to A,(b) = a, such that p(a|b) is maximal, where p(alb) can
be calculated (knowing A) by

_pland) P(a—b)-p(a)
P =) T S P — b pl@)

"In this case, the distribution of B is determined by the distribution of A by the equation (39), hence the definition is correct.
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(Formally, this definition requires that p(B = b) > 0; but if p(B = b) = 0, we can define A(b) arbitrarily,
and it will not affect (44).) Clearly, this choice maximizes the right-hand side of (45). Hence, we have

Prc(AO,A) > Prc(A,A),

for any rule A. Note however, that Pro(A,, A) is in general smaller than 1 (hence Prg(A,, A) > 0). In
particular if, for some b, the maximal value of p(a|b) is achieved with two different a’s then the Ideal observer
rule is weak.

Exercise Calculate Pro(A,, A) for the “bad” channels on page 25.

A disadvantage of the ideal observer rule is that it requires some a priori knowledge about the message to
be sent. If the distribution of A is unknown, a reasonable choice is the following.

Maximal likelihood rule This rule sends b € B to Apyax(b) = a, such that P(a — b) = p(bla) is maximal.
If A has uniform distribution (i.e., p(a) = ‘7%') then this rule acts as A,, i.e.%,

Prc(AmaX, A) = Prc(Ao, A)

Indeed, maximizing p(alb) given b amounts to maximizing p(a A b) = p(ald) - p(b), which in the uniform case
isplaAb) =P(a—Db)- ﬁ

If A is not uniform, the maximal likelihood rule need not be optimal (the reader may easily find an example).
However, it is in some sense globally optimal. We only sketch the argument informally.

Let A= {a1,...,an}, and let P be the set of all possible probability distributions over A,

P = {p:Y pla)=1}.

acA

We identify a random variable A taking values in A with its probability distribution p in P; hence p(a) =
p(A = a). Now, using (46), the global value of a rule A can be calculated by

/p _ Pre(ap)dp = / p L PA0) - PA®) o

— ZP(A(b)%b%/ p(A(b)) dp

beB peP

But it should be intuitively clear that the value of fp P p(a) dp does not depend on a particular choice of
a € A. (A formal argument refers to the concept of Lebesgues integral. Note however that p(a) is just a
projection of p on one of its components, and no component is a priori privileged.) Thus prP p(A(b))dp is
always the same. Hence, maximization of fpeP Prc(A, p) dp amounts to maximization of ),z P(A(b) —
b), and this is achieved with the maximal likelihood rule.

2.4 Multiple use of channel

Recall (Definition 7) that if A and B form an input-output pair for a channel ' then p(bla) = P(a — b).
Now suppose that we subsequently send symbols aq, as, ..., ar; what is the probability that the output is
b1,b2,...,br 7 One may expect that this is just the product of the P(a — b)’s, we shall see that this is
indeed the case if the transmissions are independent.

8We have Amax = A,, assuming that both rules make the same choice if there are more a’s with the same maximal P(a — b).
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Recall that random variables X1, ..., X} are independent? if
p(Xi=xv1 A A Xp=2a) = p(Xi=m1) ... p(Xi =zk)

Extending our notational convention (see page 16), we often abbreviate p(X; = z1 A ... A X = xx) by
p(xy ... xL), ete.

Lemma 4. If the random variables (A, B) and (A’, B') are independent then

p(B=bAB =V|A=aNA"=d) = p(B=bA=a) p(B' =V|A =d),
whenever p(A =a) >0 and p(A’ = a’) > 0.
Proof. Observe first that independence of (A, B) and (A’, B’) implies independence of A and A’; indeed we
have

pand)=p((@r\/B) A @A\ BY) =3 planb)-pla’ ) = pla) - pla)

b,/
Hence
p(bAV Aana) pbAa)-pl Aad')

p(bAV]anad) = Do) = (@) - p(a) = p(bla) - p(b'|a’).

O

Definition 8 (independence of symbols). A sequence (A1, B1),...,(Ak, Br) of input-output pairs for a
channel T' has the independent symbols property if

p(by...bglay...ar) = p(bilar)- ...  p(brlar) (49)
whenever p(ay . ..ax) > 0.

Corollary 4. Suppose that (A1, B1), ..., (Ak, Bk), are independent random variables with the same distribu-
tion, such that each (A;, B;) forms an input-output pair for a channelI'. Then the sequence (A1, B1),. .., (A, B)
has the independent symbols property.

Proof. Clearly the independence of (A;,Bi),...,(Ak, B) implies that (A;, By) is independent from the
random variable (Ag, ..., Ak, Ba,..., By). Hence, we prove the desired equality by repeated application of

the Lemma. O
Remark. The mere assumption that the input variables Aq,..., Ag, are independent is not enough to
satisfy the independence of symbols, as the following example shows. The channel matrix is ( Zg ;;g )
110
A1 1 — 0 1 Bl
011 110
A2 — 0 1 Bg.

Here A; and As have both distribution A;(0) = %, A (1) = % and are independent, whereas By and By
are identical. The red color indicates the places where the transmission error have occurred. We have, in
particular, p(11]00) = p(00]01) = p(00|10) = p(11]11) = 1, so the independence property clearly fails.

9The reader should note that this assumption is stronger than pairwise independence. For example, one can easily construct
random variables X1, ..., X (k > 2), with values in {0, 1}, such that each two (even each k — 1) of them are independent, but
k—1
Xk = @i:l Xi.
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To see that the independence of the output variables Bjy,..., By, is not sufficient either, it is enough to
reverse the above example.

110
Ay |01 — [ 11 B
1 0]1
Ay |0 |1 — o1 B,
The matrix of the channel is now 1/2 172
1/5 4/5 )
We have, for example, p(B1 =0A By =0]4; =1ANAy=1) = %, whereas p(B; = 0|A; = 1) -p(By = 0|4y =

The independence assumption in Corollary 4 may appear unrealistic in some applications. Indeed, it can be
replaced by somewhat weaker hypotheses.

Definition 9 (memorylessness). A sequence (A1, B1), ..., (Ak, Br) of input-output pairs for a channel T' is
memoryless if

p(bk|a1 ---ak,bl---bk—l) = p(bk|ak) (50)
whenever p(ay ...ag,b1...bp—1) > 0.

Definition 10 (absence of feedback). A sequence (A1, B1),...,(Ak, B) of input-output pairs for a channel
T" has no feedback if

plaglay ... ag—1,b1...bk—1) = plaglay...ar—1) (51)
whenever p(ay ...ag—1,b1...bg—1) > 0.

Theorem 9. A sequence (A1, B1),...,(Ag, Bg) of input-output pairs for a channel T' has the independent
symbols property if and only if it is memoryless and has no feedback.'®

Proof. First, we prove independence of symbols by means induction on k. We show

play...ag,by...by) = pbilar) - ... p(bglar) - p(ay ...ax),

whenever the last probability is > 0. The case of kK = 1 is trivial. To show the induction step, we have, from
(50),

plar...ag,br...bg) = plbelax) -plar...ak,bi... bg_1),
whenever p(ay ...ag,b1...bg—1) > 0, and from (51)

play ...ax)

plai...ap,by...bp_ = play...ap_1,b1...bp_1)  ——
(a1 1 1) (a1 1,01 1) plar . ar_1)
whenever p(aj ...ag_1,b1...bx—1) > 0. But, by the induction hypothesis,

p(a1 e Ql—1, b1 . bkfl)
p(a1 .o ak._l)

= p(bilar) - ... p(br—1]ar—1),

10Thanks go to Michat Skrzypczak, who contributed the implication only if of this theorem (in 2009, as a student of the
course).
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which gives the claim. If p(ay ...ax—1,b1...bx—1) = 0, we have

play...ag,by...bg) =p(bilar) - ... p(bp—1|ax—1) -p(bklar) - play .. .ax).
-0 =0

On the other hand, if p(aj ...ag,b1...bg—1) =0 and p(a; ...ag—1,b1...bk—1) > 0, we have

51
0=plaglay...ar—1,b1...bg—1) & plaglay ...ak—1)

This contradict the assumption that p(ag ...ag) > 0.

Before we prove that memorylessness and absence of feedback is a consequence of independence of symbols,
we show that

play...ag,b1...bk—1) = p(bilar) ... p(bg—1|ak—1) - plai...ax). (52)
Indeed
play...ak,by...bg—1) = Z play...ag,by...by) =
breB
= Z p(bilar) - ... - p(bklag) -play...ar) =p(bilar) - ...  p(bg—1|ak—1) - p(ay ...ag).

brLeB

Now, we prove memorylessness assuming that p(a; ...ag,by...bg—1) > 0 (as a consequence p(a; .. .ax) > 0)

play...ag,by...by) (49)
plag...ak, by ... bg—1) (52)

p(bk|a1 ce Qe b1 e bk—l) =

_ P(b1|a1) 'p(bk|ak) .p(al'”ak) B )
 plbilar) oo p(bg—ilag—1) - plar .. ar) p(belar)

and the absence of feedback assuming that p(a; ...ax—1,b1...bx—1) > 0 and p(ay ...ax) > 0.

p(a1 co.ag,by ... bk-—l) (52)
e Qp—1,b1 ... b_1) = =
plaxlar - -ax—1, b k1) plar...ag_1,b1...bk_1) (49)

_ 1(7(61|a1) oo plbg—ilak—1) - plai ... ax) = plaglai ... ap_1).
)

p(bilar) - ... - p(bg_1]ak—1) - plai...ak—1)
If p(ay...ag—1,b1...bk—1) > 0 and p(a; ...ax) = 0 we have
p(ak|a1 e Q—1, b1 . bkfl) =0= p(ak|a1 . ak,l)
O
Remark. The independent symbols property is weaker than the independence of input-output pairs consid-
ered in Corollary 4, and in fact it forces neither independence of Ay, ..., Ay, nor independence of By, ..., B.

For, it is enough to consider the faithful channel, which obviously satisfies the equation (49), for any sequence
of input-output pairs (Ay, B1),..., (Ak, Bx) (in this case A; = B;).

Proviso. In what follows, unless stated otherwise, we always assume that the equation (49) holds, whenever
a BSC is used several times.
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2.5 Improving reliability

Suppose we use a binary symmetric channel (see page 26) I" given by the matrix < g g ) , where P > Q.

In this case Apax(i) =4, for i = 0,1, and, for any A,

PTC(AIIIB.X’ A) = Z p(Amax(b)) 'p(AmaX(b> - b)
be{0,1}
= p(A=0)-P+p(A=1)-P
= P

)

hence Prg(Amax, A) = Q. As it does not depend on A, we simply write Prg(Amax) = Q.

Can we achieve a better result, using the same channel in a more clever way? A natural solution is to send
each bit of the message more than once, say 3 times. As the correct transmission is more likely than the
error (since P > @), the receiver should decode the message looking at the majority:

0 — 000 — r — 000 001 010 100 ~ O
1 — 111 — — 011 101 110 111 +~— 1

Then the whole procedure behaves as a (new) channel

0 — I’ 0
1 — 1

%
—

What is the matrix of this channel?

Using the Corollary above, we can see that, e.g., the probability p(0]0) that the output is 0 if the input has
been 0, amounts to

p(000]000) + p(001|000) + p(010]000) + p(100]000) = P* + 3P2Q.
Similar calculations made for the remaining p(i|j), easily show that I is again a binary symmetric channel,

with the matrix )
P3+3P%Q Q*+43Q*P
Q3 +3Q%*P P3+3P2%2Q
Clearly Q3 + 3Q?P < P3 4 3P2Q, hence the error probability of I is
PTE(Amax) = Qs + 3Q2P

To see that this is indeed less than @, it is enough to examine the function Q3 + 3Q%*(1 — Q) — Q, which
turns out to be negative for 0 < Q < %

More generally, if the sender sends each bit n times and the receiver decides by majority (for simplicity,
suppose that n is odd), we obtain the BSC channel with the matrix

S ( " )Pi Qv ( B )Pi Qe
31 ( 7 i n—i n n i, On—i
Zi—zo( i >P Q Ziz(g]< i )P Q

Now the probability of error is

5

=0

[l
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Since % > P - @, we have PQ = %, for some d < 1. Hence

n—1, [5] = n-1_7 ~ =
PTE(Amax) < 2 (PQ) 2 2 QQL%J
Therefore Prg(Amax) — 0 if n — co.

This means that we can make the probability of error arbitrarily small, but it comes at the expense of longer
and longer messages. The celebrated Shannon’s theorem (which we will learn at the next lecture) shows that,
in some sense, this expense is not necessary. To get the intuition that this may be possible, observe that
our choice of repeating the same symbol has been made for simplicity, but other choices are also possible.
For example, while spelling a difficult word (e.g., by phone), one often says the names, e.g., Bravo, Alpha,
November, Alpha, Charlie, Hotel (here I have used the International Radio Operators Alphabet).

2.6 Hamming distance

For a finite set A and n € N, the Hamming distance between u,v € A" is defined by

d(u,v) = Ni:u; # v} (53)

It is easy to see that the axioms of the metric space are satisfied:

positivity d(u,v) =0 <= u =,
symmetry d(u,v) = d(v,u),

triangle inequality d(u,w) < d(u,v) + d(v,w)

(the last follows from the fact that {i: u; # w;} C {i:u; Z v} U{i:v; #w;}).
P Q
Q P
for a succinct notation of the conditional probability that the sequence of outputs is b= by ...by if the
sequence of inputs is @ = a; ... ay. The equation (49) gives us

Consider a BSC T given by a matrix < > with P > ). The Hamming distance defined above allows

pbr .. bylar...ap) = QU&H . pk=d@b), (54)

2.7 Transmission error
For an input-output pair (A, B), we consider an auxiliary random variable
E = A9B,
it can be viewed as the error of the transmission by channel. We have
pble) = p(E=a®b) (55)
Indeed, by definition of BSC

[ P a=b (a®db=0)
p(b|a){Q a#b (a®b=1)

On the other hand,

and



so the both sides of (55) coincide, for all a, b.

Now consider a sequence of input-output pairs (A1, By), ..., (A, By), satisfying the equation (49). This
implies that the random variables E1, ..., By (where E; = A; © B;) are independent'!. Indeed, we have (in

—

what follows, p(E = €), or simply p(€), abbreviate p(Fy = e; A ... A Ex = eg), etc.)
pler...ex)=> p(A=drNB=iwe)=) p(A=a) p(B=adaaed=a),

where @ ranges over those vectors for which p(&@) > 0. But, using (49) and (55), we have

pB=doed=a) = p(Bi=a@eld =a1) ... p(Br=ar & ex| A = ar) (56)
= pE1=e1) ... -p(Er =eg) (57)

for any @, hence
pler...ex) = pler)-...-plex)

as desired.

2.8 Channel coding

Suppose we dispose of a binary symmetric channel T" as above (P > @), and wish to send a value of a random
variable X with values in X = {z1,...,2,,}. In the early lectures we have studied how to efficiently encode
the values of X. If the channel is faithful, all we need is to find an optimal encoding ¢ : X — {0,1}* and
then send the message bit by bit. The average length (time) of transmission will be bounded by H(X) + 1
(c.f. the Shannon-Fano coding, page 14). On the other hand, we can always encode X using strings of length
[logm], which gives the bound for the worst-case time of the transmission. (The two bounds may be not
achievable by the same encoding.)

However, if the channel is insecure, this method would lead to errors. As the example on the page 33 suggests,
we should rather use redundant, and hence non-optimal encoding. In what follows, we will struggle for a
method which should re-conciliate two antagonistic objectives:

e keep redundancy as small as possible,

e keep the error probability as small as possible.

We first describe a general scheme of the method.

Transmission algorithm Suppose we are given a random variable X with values in X = {x1,..., 2}

1. Choose n € N, and C' C {0,1}" with |C| = m.

2. Choose ¢ : X Hoe. Clearly ¢ is an instantaneous code. Denote ¢ o X as A.

3. Sen(i the string A=a...a, by the channel T', bit by bit. Let the output received from the channel
be B = by...b,. Assuming that the use of the channel is memoryless and feedback—free, we have

(eq. (54))

p(by...bplag...an) = Qd(d’g) . prd@d)

HThe converse is not true in general, but the independence of E1, .. ., Ey, and independence of (F1, ..., Ex) from (A1, ..., Ag)
implies the equation (49).
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4. To decode, given B =b;...b,, choose aj ...a, € C which maximizes p(by...bylay ... a,) (like in the
maximal likelihood rule).

In other words, let A(b; ...b,) be a code-word in C nearest to by ...b,. (We fix some policy of choice
if there is more than one word with this property.)

This A is called the nearest neighbour rule.

The method described above can be viewed as a new channel (from C to C')

C’Bal...an%%bl...bn%A(bl...bn)GC

with the probability of error
Prp(AA) =p(AoB # A).
Our first observation is that the worst case is if (the distribution of) A is uniform, i.e., p(a@) = L fordeC.

Fact 6. Let /Y, 17, be two random variables with values in C' C {0,1}"™, where U is uniform and A arbitrary.

Then there is a permutation o : C Y ¢ such that

Prg(A,o0A) < Prg(A,D).

First we prove the Lemma:

Lemma 5. Let ay, ..., q,, be a sequence of real numbers and let py, ..., pm € [0,1] be such that pr~+- - +pm =
L Ifa; < < apy and p1 > -+ > pyy, then

m 1 m
;piai < - ;ai-

Proof. We use induction over m. The case m = 1 is trivial. During the induction step we consider sequences
a; <o S apy and p1 2> - 2> Py

We have p,, < % because the sequence p; is decreasing. We assume that p,, = % — h for some h > 0. On
the other hand, we conclude from the ordering of the sequence «; that a,, > ﬁ 221_11 ;.

We deduce from inductive assumption that

D1 Pm—1 1
—_—oy - ——ay-1 < ;.
p1+ -+ Pm—1 P+ Pmer mfliz:; ’
Hence
1 m—1
P11+ F P 101+ P < (P1+ -+ Dm—1) 1 Z a; + pmQy, =
1—pm " i=1
(m—l 1 m—1 1 1 m 1 m—1 1 m
sn)o s S ack (mon)ran =Y n (g Y aman) < LY
m m—1 p m m — m—1 p m —

<0

Now, we prove Fact 6:
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Proof. According to the definition

Prg(A,A) =Y p(A=a)p(AoB # dlA =a)

acC
We introduce a transmission error £ = A @ B. We have p(B = b|A = @) = p(E = @ ® b) and

phoB#dlA=a)= Y pB=btld=a= Y pE=dasb)= >  pE =28 =pA@sE)+a).

b:A(B)#d INOT NG
Thus )
PTEAA ZpA:Ei @E);ﬁa)
aeC

Similarly, we define Ey — a transmission error for our channel with input variable U and we obtain

Pre(A,U) = Zpl_jzc_i @® Ey) #d) = |C‘ZP a® Ey) # @) = |C|Zp # ).
aeC aecC aeC

—

The last equality holds because p(E =€) = p(Ey = e) for each e.

Now, we apply Lemma 5. For C' = {d1,...,dm}, we have o; = p(A(d; & E) # d;). We may assume without
the loss of generality that oy < --- < . We define p; = p(0 0 A = @;), where o is a permutation such that
p1 > -+ > pm. From the Lemma we obtain

S plooA=a) (A(&@E)#&)S%Zp(A(d@E);&d)

acC acC

Prg(A,coA) Prg(A,0)

O

Hence, in order to estimate the efficiency of our method in terms of Prg(A, /Y), we may assume without loss
of generality that A is uniform.
In view of the fact just proved, in order to estimate the error probability for arbitrary variable, it is enough

to consider A with uniform distribution. In this case Prp (A, /T) depends only on C, hence we will denote it
just by Prg(A,C).

Corollary 5.
Pre(8,0) < o C| > p(A( # )

aeC

2.9 Transmission rate

For a given source X and code C such that |X| = r and |C| = m, the speed of transmission is measured as a
ratio between the information generated by source H,.(X) and length of the code C used to transmit it. In
general the size of the source alphabet may be different than the size of code. Using k codewords we encode
j = |klog, m| symbols, so in the limit we obtain

H(X’) _ Hy(X)|klog, m| _ H(X)log, m
kL(C) kL(C) L(0O)

Since we assumed that the probability distribution of source symbols is uniform and all the codewords have
the length n we obtain H,.(X) =1 and L(C)=n
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Definition 11. The transmission rate of a code C' C {0,1}" is

1 C
R.(C) — og, |C]
n
Traditionally, we abbreviate R = Rs.

Note that the two objectives stated on the page 35 mean that we want both Prg(A,C) and R(C) to be as
small as possible.

Examples We start with a noisy typewriter described on the page 25. Although it does not exactly fit to
the setting above, the basic concepts are well illustrated.

Clearly this channel can produce many errors. However, if we have used only each second letter, say
a,c,e,g,...,u,w,y, then the received message can be always decoded in the correct way.

Can we use this observation to transmit faithfully arbitrary texts?

A simple idea is to encode the letters by pairs, still using only a half of the alphabet, e.g.

a aa
b ac
c cc
d ce

For example, hhqtfeabtvjjceefbb should be read as greatidea.

Here, in order to transmit one letter, we need to send two, hence the transmission rate is . Can we do

2
better?

If we have an auxiliary symbol, # say, which can be decoded without error, we can encode (somewhat like
in the musical notation)

a a
b # a
c c

d # c

Here the average length of the encoding is % <14 % -2 = %, so we can estimate the rate by % We can

apply this idea without extending the alphabet, by choosing one letter, y say, to play the role of #, and
additionally encode y by yy (which decreases the rate slightly).

In the second example we assume a BSC I', and explore the improvement we have made on the page 33 to
send just two bits 0 and 1. Assume n = k- £, and let m = 2. Then every string of bits a; ...ax can be
encoded by af ... af; € {0,1}", which defines a code of rate %. Refining the analysis of page 34 we can see
that, for arbitrary k, we can make Prg(A, C) arbitrary small if ¢ is sufficiently large. Roughly speaking, as
soon as a BSC is not completely chaotic (i.e., P # @), we can transmit arbitrary text with arbitrary small
error, but the price to pay is the slowing down the transmission rate almost to 0.

The celebrated Shannon Theorem shows that the situation is much better than that: we can achieve the
same thing with the rate close to a positive constant, namely the channel capacity Cr.

Before stating and proving the theorem, we show a kind of converse (lower bound) result, stating that if
no error is permitted, the transmission rate cannot exceed Cr. In this fact, I' can be an arbitrary binary
channel (not necessarily'? BSC), but as usual, we assume equation (49) (c.f. Proviso on page 32).

12 Actually, the reader may notice that for a BSC, the statement is uninteresting, as the zero—error assumption holds only for
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Fact 7. If Prg(A,C) =0 then
R(C) < Cr.

Proof. Let A = (41,...,A,) and B= (B1,...,By) be as in the transmission algorithm. Using the equation
(49) we verify by an easy calculation that

—.

H(B|A) = H(Bi|A) +...+ H(B,|A,). (58)
We also have (7)

Hence

I(AhBt)
< n-Cr
(by definition of Cr).
On the other hand, we have
I(A,B) = H(A)—H(AB)
0
= logym

where m = |C|. Here H(A|B) vanishes since the assumption Prp(A,C) = 0 implies that A is a function of
B, namely A = A(B) (c.f. (18)). Next, H(A) = log, m, since A is uniform (as assumed in the definition of
Hence we have

_ logam

R(C) < Cr

n
as required. O

Remark Using the continuity argument we could easily show that if we weaken the assumption Prg(A,C) =

0to Prg(A,C) < 6, for some § > 0, we have in the above proof H(A|B) < 9(8) (for some continuous bounded
function ), and hence

logom —49(0) < n-Cr
implying
Q)

" .

R(C) < Cr+

Roughly speaking, if we want to make the error probability small, we need to keep the transmission rate
close to Cr.

a faithful channel. However, the extension of the proof to a sharper result mentioned in Remark below makes sense for BSC as
well.
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2.10 Shannon channel coding theorem

We are ready to state the basic result of information theory, due to Claude Shannon (1948). Intuitively it
says that message transmission through a noisy channel with arbitrarily small error probability is possible,
with the transmission rate arbitrarily close to the channel capacity, provided that the length of code is
sufficiently large. We prove the theorem only for BSC, for the general setting see, e.g., [1] (Theorem 8.7.1).
The proof below follows [2].

Theorem 10 (Shannon Channel Coding Theorem). Let I' be a binary symmetric channel (BSC) with a
matriz ( g g ), where P> Q. Then Ve, § >0 3ng Vn >ng 3IC C{0,1}"
Cr—e < R(C)
PTE(Aa C)

< Cr (59)
) (60)
We first informally describe the basic idea. Suppose an input A = ay...a, is turned into the output
B =by...b,. What is the expected distance between A and B? As this dlstance amounts to the number of
transmission errors, and the probability of one error is @), the Law of Large Numbers tells us that d(A, B)
approaches to @ - n if n — co. Now, if the decoding fails, i.e., A(B) # A, it is useful to distinguish between
two possible “reasons” for that:

e B is “far” from /f’
e B is not that far, but a confusion arises, because some A #* A is at least as good as /Y,

where “far” means: exceeding the expected value @ - n.

The first type of failure is caused by the channel, but it is corrected by Nature: the Law of Large Numbers
guarantees that a big distance between A and B happens rarely if n is large. The second issue is, to
some extent, responsibility of the code designer. Indeed, to prevent confusion, the code-words should be
“reasonably far” one from another. Taking the expected distance as the measure of “far”, this means that
the balls of radius @ - n (in the Hamming metrics) centered in any two code-words should be disjoint. So
the question is: how many disjoint balls of radius @ - n can one “pack” in {0,1}"? The size of one such ball,
as we will see later, can be estimated by &~ 27 # (@) This suggests the number of balls of

m s 2" - 2nH(Q) — 2n(17H(Q)) — 2n-Cr"

and hence the transmission rate R(C) ~ Cr. The amazing discovery of Shannon is that this bound is really
achievable. However, the proof is non-constructive, i.e., it only shows the existence of the desired code.

Lemma 6. Let T’ be a channel and A be a decision rule as stated in the Theorem. Then, for all n,d > 0
there exists ng such that for all n > ng and for allm < 2™ and for every code C' C {0,1}™ such that |C| =
and

1 - .
< — a <
Prp(AC)<6+—% " > pld(baeE) <p),

acCpec—{a}
where p =n(Q +n).
To prove the Lemma we use the following
Theorem 11 (Weak Law of Large Numbers). Let X1, Xs,..., be a sequence of random variables, such
that any X1, Xo,..., X, are independent, and each X; takes a finite number of real values with the same

distribution. Let p = E(X;). Then, for any o > 0,

, RS
nlgr;op(lngi—uba) = 0. (61)

i=1

40



Proof. By definition of A, if, for some @ € C, € € {0,1}", d(d,d & €) < p and VbeC — {a}, d(l_;, adeé)>p,
then A(@ @ & = a. Therefore, if A(@@® &) # @ then either d(a@,a ® &) > p, or, for some b € C — {a},
d(b,@® &) < p. Now we can view the vector & as the value of a random variable E = (Ey, ..., E,), where
E; = A;® B, are as in the page 34. Recall that E, ..., FE, are independent and have the identical distribution
p(Ei=0)=P, p(E;=1)=Q.

Then the above observation induces the following inequality, for a fixed @ € C.

PA@EDE)#d) < pd@ioE)>p+ > pldbdoE)<p). (62)
beC—{a}

Now, we apply the Weak Law of Large Numbers to the sequence Eq, Ea, . ... Clearly E(F;) =0-P+1-Q = Q.
Hence p(|2 - 3" | E; — Q| > n) — 0 if n — oo. Therefore

p(d(@,d & E) > p) ZE>@+n < p(|= ZE Ql>n) < (63)

for n sufficiently large.

Now recall that we wish to estimate Prg(A,C). Corollary 5 together with (63)gives us

Prg(A,C) < pr i®E)+#a)

aeC
]. — — —
< Y (pa@aeB)>p+ Y pdGaeE) <) (64)
acC beC—{a}
< o430 Y pdBae E)<p) (65)
acCpeo—{a}
if n is sufficiently large. O

Before proceeding further, we will estimate the size of a ball in metric space with Hamming distance of
radius A - n, where \ < % More specifically, we show the following

Lemma 7.

> (?) < gmHO, (66)

i<A-n
where H is the function defined by (42).
Proof. Let Kk =1 — \. Note first that

logy A - k5 = n-(X-logy A\ + K - log, k)
= —n-H()\)

Now it is enough to show that, for all ¢ < An,
Ngn=t o > AR (67)

Indeed, this will give us

B (e B (e

i<An
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and consequently

as required.

If An is integer, the inequality (67) is obvious (just replace smaller by bigger). Otherwise, we have An =
[An] + AN, kn = |kn| + Ak, [An] + [kn] =n —1, and AN+ Ak = 1. Since k > A, we have, for i < An,

)\iﬁnfi > )\L)\nJ . n\ﬁnJJrl _ )\L)\nj . H\ﬁn] RA)\+AN > A/\n R
= =
Z)\A/\.KA»{

This completes the proof of Lemma. O

2.11 The probabilistic argument

We come back to the estimation of Prg(A,C). Recall that (65) holds for any code C, if only n is sufficiently
large. We will now show that, for sufficiently large n, there exists a code C satisfying the conditions (59)
and (60) of Shannon’s theorem; in particular the second term of (65) should be estimated by 3.

To this end, rather than searching for a specific code C with the desired property, we will use the probabilistic
method.

Lemma 8. Let T be a channel and A be a decision rule as stated in the Theorem. Then, for all0 < n < %—Q
and m,n € N such that m < 2" there exists a code C C {0,1}" such that |C| = m and

1 Pam B n(H(Q+n)—1)
EZ#Z p(d(b,@® E) < p) < m-2 :
acCpecc—{a}
where p=n(Q + ).

Proof. Fix m < 2". Let C be the set of all sequences ¢, ...,¢, € {0,1}", with ¢; # ¢;, for i # j. Let

N = |C|. Clearly
N = < 2 >~m!
m

In what follows, we use symbol C for a sequence in C, and let C' = {ci,...,c,,} be a set of values of C.

Now the probabilistic argument, due to Claude Shannon, is based on the following simple observation. If,
for any 4,

1 1 5 o

N>, D pdbaeE)<p < b
c acCpec—{a}

then there exists a code Cy, such that

% > Y pldbas E)<p) <o

ae€Co peCy—{a}

Note that
1 1 S o 1 1 & .,
N pdb.aoE)<p) < F> > pldej,c®E) <p)
c acCpec—{a} c i=1 j#i
1 & 1 .
= - > v > p(d(cj e ® E) < p) (68)
i=1j#i  C
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We will now estimate (*), for a fized pair of indices i # j.
For € € {0,1}", let S,(€) be the ball in {0,1}" of radius p centered in €, i.e.,

(&) = {(Fef0.1y":d.e) < p).

It is easy to see that

db,d®é)<p < bddae S,
Hence
1 - 1 -
S opdeaaB)<p) = > p(aace s, (E)

e}
_ Z p(E:a.%ZX(OL@CjGSp(é‘)) (69)

ec{0,1}" C

(%)

where x is the truth function, i.e.,

| 1 if ¢ holds
X(p) = { 0 otherwise

We now estimate the value of (**), for a fixed €. Obviously any vector different from 0" occurs as a value
of ¢; @ ¢j, for some sequence C' € C, and it is easy to see that each such vector occurs in this role the same
number of times, i.e.,
~ _ o N

(O a=cioe) = HC F=aoe) =5
for any @, b € {0,1}"—{0"}. Hence cach @ € S,(€)—{0"} contributes the value 52 to the sum Y & x(c;®¢; €
$,(@), i,

N

S xlei@e; €5, = 515,(@) — {0}
e}

Therefore we further have

> pE=0 Y asees@) = P(E =) 515, ~ (0]
C

. 5
ee{0,1}n

= S —715,(@) —{0"}|

2n —1
(since ng(ﬁ =€) =1). Now, from (66), we have
[Sp(8) — {on}] < 2mH@H

(recall that p =n(Q +n)). Coming back to (68), we have

;;;Z S pldbasE)<p) < %Zzﬁ.gwmmm

acCpec—{a} i=1 j#i
= 1 -m-(m—1)- 1 on-H(Q+n)
m 2n —1
<aw
< m- on(H(Q+m)—1) (70)

Hence, according to the probabilistic argument there exists a code C that satisfies thesis of the Lemma. [
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Now, being equipped with Lemmata, we are prepared for proving the Theorem.

Proof. We know by Lemmata 6 and 8 that forall § > 0 and 0 <7 < % — @ there exists ng such that forall
n > ng and m < 2" there exists a code C' C {0,1}" such that |C| = m and

Pro(A,C) S 3+moaH@i

We are given € > 0 and § > 0. First, using the continuity of function H, we choose 1 such that
1
Cr—s-e<1-HQ+)

and we obtain ng. Next, we select

3(1 —logé
n > max <n0, (og))
€
which is additionally large enough to find k, such that
k 2
Cr—e< —-—<Cr—--e
n 3

Then we take m = 2¥ and we obtain code C' C {0, 1}" such that |C| = m, which has the following properties:

1 2
Cr—e< 222" _po)y<Cr—=.¢
n 3
g nH(Q4+n)—1
Pre(A,C) < §—|—m~2 n
_ O g (- H(Q)
2
< g+2n~(Cr—%~s—(CF—%-e))
0 1
< _ 2—§ En
= 5 +
1) 1. (3(1—logs)
— 2_§'E(f)
= 5 +
=9

3 Zlozonosé informacyjna Kolmogorowa

3.1 Zlozono$¢ informacyjna Kolmogorowa

Odwotajmy sie do codziennego doswiadczenia. Chyba kazdy sie zgodzi, ze niektore liczby mozna zapamietaé
tatwiej niz inne i nie zalezy to tylko od wielkosci liczby. Bez trudu zapamietamy liczbe 100...0 czy nawet

100
100

——

0

10
1001007 natomiast zapamietanie 20 "losowych" cyfr sprawi nam ktopot. No, chyba, ze to beda np.

31415926535897932384
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wtedy, nawet jesli nie, "trzymamy" tych cyfr w pamieci, mozemy je w razie potrzeby odtworzy¢, np. korzys-

tajac z formuty Leibniza

1 1 1 1 1 m
I_,+,_,+,_... Z

3 5 7 9 4’
Nie inaczej ma sie sprawa z tekstami. Mamy $wiadomos¢, ze przy odpowiednim nakladzie pracy i czasu
potrafilibySmy sie nauczy¢ na pamie¢ wybranej ksiegi "Pana Tadeusza" (a moze nawet calego poematu),
natomiast zapamietanie - powiedzmy - 10 stron "losowych" symboli wydaje sie przekracza¢ mozliwosci
zwyklego czlowieka. No chyba, ze znowu — znalezliby$my jakis "klucz", na przyklad okazaloby sie, ze
jest to tekst w obcym jezyku, ktorego jednak jesteSmy w stanie sie nauczyé.

Jakie pojecia matematyczne kryja sie za tym zjawiskiem? W przypadku liczb odpowiedz jest stosunkowo
prosta: niektoére liczby calkowite mozna opisaé znacznie krocej niz podajac ich rozwiniecia dziesietne; wystar-
czy wtedy zapamieta¢ 6w krotszy "opis". W pierwszym przyblizeniu, za zlozonosé liczby bylibysmy wiec
sklonni uznaé¢ dlugoéé jej najkrotszego opisu. Jednak widzieliSmy juz na pierwszym wykladzie, ze takie
postawienie sprawy prowadzi do paradoksu Berry’ego, dlatego tez wprowadzilismy wtedy pojecie notacji.

A jednak - po lepszym zrozumieniu - idea najktotszego opisu prowadzi do sensownej miary ztozonosci, ktora
przedstawimy na tym wykladzie.

Przyjmiemy, ze obiekty, ktore chcemy opisywaé, to stowa nad alfabetem {0, 1}; zar6wno liczby naturalne,
jak tez stowa nad wiekszymi alfabetami mozna tatwo sprowadzié¢ do tego przypadku.

Idea Kolmogorowa byto, by za zlozonos¢ stowa w przyjaé¢ dlugosé najkrotszego programu generujacego to
stowo, przy wybranym jezyku programowania, np. jezyku Pascal. W istocie Kolmogorow nie uzyt jezyka
Pascal, lecz uniwersalnej maszyny Turinga, jednak - jak wkrotce sie przekonamy - wybor ten nie ma wiekszego
znaczenia, podobnie jak zreszta wybor innego jezyka programowania (np. C++ zamiast Pascala).

Zakladamy, ze Czytelnik jest zaznajomiony z pojeciem maszyny Turinga'®, choé nie bedziemy go uzywaé
bardzo intensywnie - jesli kto§ woli, moze nadal mys$le¢ o ulubionym jezyku programowania. Wszystkie
rozwazane przez nas maszyny Turinga sa deterministyczne i uzywaja binarnego alfabetu wejsciowego ({0, 1}).

Wazna wtasnos$cia maszyn Turinga jest, ze mozna je kodowaé za pomocs stéw binarnych, jedno z wielu
mozliwych kodowan opisane jest w wyktadzie 1 ze Zlozono$ci obliczeniowej. Nie jest przy tym trudno
zagwarantowaé, by kodowanie bylo bezprefiksowe (tzn. zaden kod nie jest wlasciwym prefiksem innego).

Zakladajac ustalone kodowanie, Turing podal konstrukcje maszyny uniwersalnej.

Bedziemy uzywaé nastepujacej notacji:
e M(w) | : maszyna M zatrzymuje sie dla danych wejsciowych w.
e M(w) 7T : maszyna M zapetla sie dla danych wejsciowych w.
o M(w)=wv: M(w) | iwynikiem obliczenia jest v.

Definition 12 (Uniwersalna maszyna Turinga). Uniwersalna maszyna Turinga jest to dowolna maszyna U
o nastepujgcych wtasnosciach:

(1) jesli na wejsciu jest stowo vu, gdzie v jest kodem pewnej maszyny M,, to U symuluje dziatanie M, na
u.

W szczegdlnosci

(1a) jesli My(u) |, to U(vu) | i My(u) = U(vu),

(1b) jesli M,(u) 1, to U(vu) 1.

(2) Jesli stowo wejsciowe w nie ma prefiksu bedgcego kodem maszyny, to U(w) 1.

Definition 13 (Ztozonos¢ Kolmogorowa). Ztozonoscia informacyjna Kotmogorowa stowa x jest

Cy(z) = min{|v| : U(v) = x}

13 Zob. Wazniak, Jezyki, automaty i obliczenia, wyktad 12 lub https://www.mimuw.edu.pl/ niwinski/Zlozonosc/2016
complex blog.pdf, section 2.1.
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Innymi stowy, Cy(z) jest dtugoscia najkrotszego kodu maszyny Turinga wraz z wejsciem, (M )y, takich ze
M(y) = .

Na pierwszy rzut oka definicja ta istotnie zalezy od wyboru kodowania i maszyny uniwersalnej. Istotnie,
przyjmujac inne kodowanie, mogliby$my otrzymaé¢ inng maszyne uniwersalng U’ i w konsekwencji inna
warto$¢ Cyr(x). Okazuje sie jednak, ze nie polepszymy w ten sposob ztozonosci Kolmogorowa wiecej niz o
stala (zalezng od U i U’, ale nie od z.

Fact 8. Niech M bedzie dowolng maszyng Turinga i niech
Cy(z) = min{|v| : M(v) =z}
. Wtedy istnieje taka stata cynr, Ze
Cy(z) < Cp(z) + cum
dla kazdego x.

Proof. Niech (M) oznacza kod maszyny M. Wtedy, zgodnie z definicja U, M (v) = U((M)v), dla kazdego
v, dla ktorego ktorakolwiek ze stron jest okreslona. Mamy wiec

Cy(z) < min{[(M)[ + |v] : M(v) =z} = Car(x) + [(M)].

Wystarczy wiec przyjaé cyy = [(M)]. O

Corollary 6 (niezmienniczosé). Jesli U, U’ sq dwiema maszynami uniwersalnymi (byé moze dla réznych
kodowan), to istnieje stata cyy:, ze
Cy(x) < Cyr(x) + cyu

dla kazdego x.
Corollary 7 (szacowanie). Istnieje stata cy, ze

Cu(z) < l|z| + cv.
Proof. W powyzszym fakcie wystarczy przyja¢ za M maszyne obliczajaca funkcje identycznosciows. O
Wybierajac dowolna funkcje © — v, gdzie U(v) = z 1 |v| = Cy(x), otrzymujemy oczywiscie notacje. Z Faktu
na temat notacji wynika, ze dla kazdego n istnieje stowo x diugosci n dla ktoérego Cy(x) > |z|.
Definition 14 (Stowa losowe). Stowo = spetniajgce Cy(x) > |z| nazywamy losowym (w sensie Kotmogorowa,).
Intuicyjnie, w terminach jezyka Pascal, powiedzieliby$my, ze sa to stowa, dla ktérych nie ma istotnie lepszego
programu niz write (’x?).

Wspomniana powyzej notacja  — v wydaje sie by¢ bardzo sensowna propozycja, ma jednak powazng wade:
przy zadnym wyborze tej funkcji nie jest obliczalna. W réwnowaznym sformutowaniu, mamy nastepujace

Theorem 12. Funkcja x — Cy(z) nie jest obliczalna.

Proof. Dowdd oparty jest na pomysle paradoksu Berry’ego: dla kazdego n znajdujemy stowo w,, ktorego
,opis wymaga n symboli" i w ten sposéb dochodzimy do sprzecznosci.

Przypus$émy, ze powyzsza funkcja jest obliczalna. Wéwczas obliczalna bytaby réwniez funkcja, ktora binarna
reprezentacje liczby n (oznaczmy ja bin (n)) przeksztalca na pierwsze w porzadku wojskowym stowo w, takie
ze Cy(w) > n (oznaczmy je w,; porzadek wojskowy porzadkuje wszystkie stowa najpierw wedlug dlugosci
a potem leksykograficznie). Niech M bedzie maszyna realizujaca te funkcje, tzn. M (bin (n)) = w,. Wtedy
oczywiscie Cyr(wy,) < |bin (n)|. Z drugiej strony, zgodnie z udowodnionym przed chwila Faktem,

Cu(wy) < Cr(wy) + com
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a zalozylismy, ze n < Cy(wy,), co daloby nam

n < |bin (n)| + cum

dla wszystkich n, co jest oczywiscie niemozliwe. O

3.2 Zlozono$¢ bezprefiksowa

Wprowadzimy teraz pewne techniczne wymaganie dla maszyn Turinga, ktére pociagnie za soba modyfikacje
pojecia informacyjnej ztozonosci algorytmicznej. Ta nowa definicja jest wygodniejsza przede wszystkim przy
okresleniu "prawdopodobieristwa stopu" i statej Chaitina, czym zajmiemy sie na nastepnym wyktadzie. Oto6z,
podobnie jak w teorii kodéw, wygodnie jest wykluczyé przypadek, kiedy jedno akceptowalne stowo wejsciowe
jest prefiksem innego takiego stowa. Mozna argumentow¢, ze wprowadzenie odpowiedniego ograniczenia
na maszyny Turinga jest zgodne z intencja zlozonosci Kolmogorowa, poniewaz podobna wtasnosé jest
spelniona w wiekszosci jezykow programowania, gdzie koniec programu (réwniez programu z danymi) jest
$cidle okreslony.

Zbior stow L C {0,1}* jest bezprefiksowy, kiedy zadne stowo w L nie jest prefiksem innego stowa w L.
Maszyne Turinga M nazwiemy bezprefiksowa, o ile jezyk L(M) jest bezprefiksowy. Z samej postaci maszyny
nie jest latwo wydedukowaé, czy jest ona bezprefiksowa, czy nie; w istocie nietrudno jest wykazaé, ze w
ogolnosci jest to problem nierozstrzygalny. Na pierwszy rzut oka jest to istotna przeszkoda dla stworzenia
"bezprefiksowej maszyny uniwersalnej". Okazuje sie jednak, ze dowolna maszyne Turinga mozna w pewnym
sensie efektywnie "poprawi¢" do maszyny bezprefiksowej i w ten sposob z listy wszystkich maszyn Turinga
otrzymac liste maszyn bezprefiksowych Ny, N1, ..., tak ze kazdy czesciowo-obliczalny jezyk bezprefiksowy L
znajdzie sie na tej liscie jako L = L(N;), dla pewnego i.

W dalszym ciagu, oprocz czesciowego porzadku bycia prefiksem (oznaczanego <) bedziemy na zbiorze {0, 1}*
rozwazaé porzadek liniowy typu w. Moze to by¢ na przyktad tzw. porzadek wojskowy, ktory porzadkuje
stowa najpierw wedlug dtugosci, a stowa tej samej dtugosci leksykograficznie:

vCws=su=wVu <|wlV(ul =|w A Gz,y,y)u=20y Aw=zly"))

Fact 9 (Maszyny bezprefiksowe). Istnieje algorytm, ktory dla danej maszyny Turinga M znajduje maszyne
M’ takq, ze

(i) M' jest bezprefiksowa.

(i) L(M') C L(M).

(iii) Jesli M(x) | i dla kazdego y # x, prefiksowo pordwnywalnego z x (tzn. y < x lub x < y), zachodzi
M(y) 1, to

M'(z) = M(z).
W szczegdlnosci, jesli maszyna M jest bezprefiksowa, to
L(M'") = L(M).

Proof. Majac dane M, nasz algorytm konstruuje maszyne M', ktorej dzialanie opiszemy nieformalnym pro-
gramem.

1. Input (dla M') =2 =27 ... 2.
2. A:=¢ (* A bedzie przebiegaé kolejne prefiksy x *).

3. Przegladaj wszystkie stowa w {0,1}* w porzadku wojskowym e = wq, w1, wa, ..., w;, ... 1 "ruchem
zygzakowym" symuluj dzialanie Mna wejsciu Aw;.

Doktadniej, symulacja przebiega w fazach: 0,1,...,4,... W i-tej fazie wykonuje sie kolejny krok w
obliczeniach maszyny M na stowach Awg, Awq, ..., Aw;_1 oraz pierwszy krok w obliczeniu M na Aw;.

Jedli w czasie tej symulacji stwierdzisz, ze M (Aw;) |, GOTO 4.
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4. if w; = € then
if A=z then STOP ACCEPT;
Output = M(Aw;) = M(z)
else STOP REJECT
else
fA=xz1...20,0 <k
then A :=z1...2px041; GOTO 3
else (* w; >e AN A=x*) STOP REJECT

Bezprefiksowos$¢ maszyny M’ (warunek (i)) wynika z faktu, ze obliczenie dla wejScia = zawiera w sobie
obliczenie dla wejscia o’ < x. Gdyby wiec zaszly warunki akceptacji dla wejscia 2’ (tzn. w; = €iA = 2’), to
w przypadku wejscia x nastapi wyjscie przez (pierwsze) STOP REJECT.

Warunek (ii) jest oczywisty, bo jesli M’ daje Output, to M'(x) = M (z).

Wreszcie, jesli M(z) |, ale nie zachodzi to dla zadnego wlasciwego prefiksu ani rozszerzenia x, to ruch
zygzakowy gwarantuje wykrycie M (Aw;) |, dla A = x i w; = &, a zatem STOP ACCEPT (warunek
(iii)). O

Definition 15 (Bezprefiksowa uniwersalna maszyna Turinga). Bezprefiksowa uniwersalna maszyna Turinga
jest to dowolna bezprefiksowa maszyna U, spelniajgca warunek (2) definicji maszyny uniwersalnej oraz spet-
niajgca waruki (1a,b), o ile v jest kodem pewnej bezprefiksowejmaszyny Turinga M,,.

(Sens: U jest uniwersalna dla maszyn bezprefiksowych.)
Maszyny takie istnieja:

Fact 10. Maszyna U’ otrzymana z maszyny uniwersalnej U ("zwyklej") przez konstrukcje z Faktu, jest
bezprefiksowq uniwersalng maszyng Turinga.

Proof. Jedynym nieoczywistym stwierdzeniem jest, ze dla bezprefiksowej maszyny, M, (z) | pociaga za soba
U'(vz) |. Mamy U (vz) |; wystarczy wiec sprawdzié, ze zachodza zalozenia warunku (iii) Faktu. Istotnie, dla
ve < y lub v <y < vz, mamy U(y) 1, poniewaz M, jest z zalozenia bezprefiksowa i M, (z) T<= U(vz) 1.
Jesli natomiast y < v, to rowniez U(y) 1, poniewaz samo kodowanie jest bezprefiksowe (a wiec y nie jest
wtedy postaci (M)u, dla zadnej maszyny M, a w takim przypadku U sie zapetla.) O

Definition 16 (Bezprefiksowa ztozonosé Kolmogorowa). Bezprefiksows ztozonoscig informacyjna Kotmogorowa
stowa x jest
Ky(x) = min{jv| : U(v) =z}

gdzie U jest bezprefiksowq maszyng uniwersalng.
Kiedy wybor maszyny U nie ma znaczenia, bedziemy czasem pisa¢ po prostu K (z).
Dowod Faktu gwarantujacego niezmienniczosé przechodzi bez zmian.
Fact 11. Niech M bedzie dowolng prefiksowqg maszyng Turinga i niech
Ky (x) = min{|v| : M (v) = z}.

Wtedy istnieje taka stata cypr, Ze
Ky(z) < Ky(z) 4+ cum

dla kazdego x.

Natomiast nie mamy odpowiednika Wniosku, bo maszyna obliczajaca identyczno$é nie jest bezprefiksowa.
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3.3 Stala Chaitina

Tak jak w poprzednim wyktadzie, ustalamy jakie$ bezprefiksowe kodowanie maszyn Turinga oraz bezprefik-
sowa maszyne uniwersalng U.

Definition 17 (Stala Chaitina). Stata Chaitina okreslamy jako sume szeregu

0=y 27

U(v)d

Stala Chaitina mozna interpretowaé¢ jako prawdopodobienistwo, ze losowo wybrane dane dla maszyny U
spowoduja jej zatrzymanie; innymi stowy, ze losowo wybrany program (z danymi) sie zatrzymuje.

Doktadniej, rozwazmy zbior nieskonczonych ciagow zero-jedynkowych, {0,1}*.Dlaws . . . w,{0,1}", okreslamy

p(wy ... w,{0,1}*) = on

w szczegolnosci p({0,1}%) = 1. Funkcje p mozna rozszerzy¢ na Borelowskie podzbiory {0,1}* tak, by
stanowita prawdopodobieristwo. Prawdopodobienistwo to mozemy tez okresli¢ patrzac na ciag = € {0,1}*
jak na wynik nieskoniczonego procesu Bernoulliego X1, Xs, ..., gdzie p(X; =0) =p(X; =1) = %

W szczegdlnosei 2 stanowi prawdopodobienstwo zdarzenia, ze ciag « € {0, 1}* zawiera prefiks v, dla ktorego
U(v) | (z bezprefiksowosci wynika, ze jest co najwyzej jeden taki prefiks). Oczywiscie konkretna wartosé¢
zalezy od wyboru kodowania i maszyny uniwersalnej, ale jej istotne wlasnosci od tego nie zaleza.

Theorem 13 (Wtasnosci ). Stata Chaitina ma nastepujgee wtasnosci.
(1)Q<1.
(2) Istnieje maszyna Turinga T z dodatkowq tasma nieskoriczong, na ktorej wypisane sq kolejne cyfry bina-
rnego rozwiniecia , ktora dla danego kodu (M) maszyny M odpowiada na pytanie, czy M(e) |.
(8) Istnieje stata c taka, ze
Ky(wi...w,) >n—c,

gdzie wy ...w, oznacza pierwszych n bitow liczby ).

Punkt (2) oznacza, ze "znajac" staltg Chaitina potrafilibySmy rozstrzygac problem stopu, natomiast (3) mowi
nam, ze z dokladnoscia do stalej, 2 jest niekompresowalna.

Proof. Ad 1. Poniewaz zbior
L) = {w: U(w) 1}

jest bezprefiksowy, kazdy skonczony podzbior S C L(U), tworzy kod bezprefiksowy, a zatem z nieréwnosci
Krafta spetnia nier6wnosé > s 27121 < 1, co po przejsciu do supremum daje zadana nierownosé.

Ad 2. Zanim opiszemy konstrukcje maszyny T', zr6bmy pewne obserwacje na temat liczby 2. Znanym prob-
lemem w dowodach wtasnosci liczb rzeczywistych jest, ze a priori liczba moze mie¢ dwie rézne reprezentacje
(w szczegolnosci binarne). Dzialoby sie tak, gdyby liczba Q byta dwojkowo wymierna, tzn.

(a) 2 =0.wjws ... w0111 ...

(b) Q= O.W1WQ .. .wk1000 .

Jakkolwiek w przysztosci wykluczymy taka mozliwo$é, w tej chwili musimy jeszcze wziaé ja pod uwage.
Otoz bez zmniejszenia ogblnosci mozemy zalozy¢, ze Q0 dana jest w postaci (a). Istotnie, gdybySmy mieli
maszyne T dla tego przypadku, to tatwo mogliby$my ja zmodyfikowaé¢ do maszyny T”, ktora radzitaby sobie
z przypadkiem (b). Maszyna T’ dzialalaby tak samo jak maszyna T, z tym ze poczawszy od k + 1-szej cyfry
Q, "widziataby na odwro6t", tzn. 0 traktowaltaby jak 1 a 1 jak 0.
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Jesli wybierzemy wariant (a), lub jesli Q nie jest dwojkowo wymierna, to dla kazdego n istnieje skonczony
podzbior S,, C L(U), taki ze liczba wyznaczona przez pierwszych n cyfr Q spelnia

0.wiws ... wy < Z 2~ =l
€S,

(pamietamy, ze Zfim_l 27t = 2%)

Opiszemy teraz dzialanie maszyny T'. Jak zwykle w takich przypadkach, opiszemy algorytm, pozostawiajac
Czytelnikowi jego formalizacje w jezyku maszyn Turinga. Jesli na wejsciu jest stowo w, |w| = n, maszyna
T symuluje dziatanie U na w, a réwnolegle przeglada kolejne stowa z {0,1}*, v, powiedzmy w porzadku
wojskowym: € = vg,v1,v9,... 1 symuluje dzialanie U na v; ruchem zygzakowym, podobnie jak w algorytmie
z dowodu Faktu.

W trakcie swojego obliczenia, maszyna T utrzymuje zmienng, powiedzmy S', ktorej aktualng wartoscia jest
(skoniczony) zbior tych stow v, dla ktorych juz udalo sie stwierdzié, ze U(v) |.

Zgodnie z powyzsza oberwacja, w skoniczonym czasie jeden z dwoch przypadkdéw ma miejsce.
(i) T stwierdza, ze U(w) |; wtedy daje odpowiedz TAK.

(ii) T stwierdza, ze

0.wiws ... wy < Z 27|”|7
veS’

ale w ¢ §’; wtedy daje odpowiedz NIE.

Zauwazmy, ze w tej chwili mozemy juz wykluczy¢ mozliwosé, ze € jest liczba dwdjkowo wymierna. Istotnie,
Czytelnik pamieta zapewne doskonale, ze problem stopu jest nierozstrzygalny, tzn. nie istnieje maszyna
bez dodatkowej tasmy, realizujaca postulat z warunku (2). Gdyby jednak €2 byla dwojkowo wymierna, to
opisang wyzej konstrukcje maszyny 7' mozna przeprowadzi¢ bez reprezentowania liczby €); zamiast pobierac
bity liczby Q z dodatkowej nieskoiiczonej tasmy, maszyna T mogtaby je sobie tatwo obliczy¢. Podobny
argument pokazuje znacznie wiecej: (2 nie jest liczba wymierna ani algebraiczna, ani w ogole "obliczalna"
(zobacz Cwiczenie).

Ad 3. Opiszemy dzialanie pewnej maszyny R. Na stowie wejSciowym x, R najpierw symuluje dzialanie
maszyny uniwersalnej U na stowie z. Dalszy opis prowadzimy przy zalozeniu, ze obliczenie sie zakoniczylo z
wynikiem U(x) i co wiece]

U(Z) = WiW2 ...Wn,

stanowi pierwsze n cyfr rozwiniecia binarnego €2, dla pewnego n. Niech

Q,, = wiws ... Wn.

Oczywiscie, dla wielu x nie bedzie to prawda; wtedy maszyna R zgodnie z naszym opisem bedzie wykonywaé
jakies dzialania, ktérych wynik nas nie interesuje. Wazne jest jednak, ze dla pewnego z istotnie zajdzie
U(z) = Q,, (z wlasnosci maszyny uniwersalne;j).

Z kolei, podobnie jak maszyna T w dowodzie punktu (2), maszyna R ruchem zygzakowym przeglada kolejne
stowa gy i1 symuluje dzialanie U na y, gromadzac w zmiennej S’ te stowa y, dla ktorych obliczenie juz
sie zakoriczylo. Dodatkowo, dla kazdego y € S’, R zapamietuje U(y). Pamietamy, ze wykluczylismy juz
mozliwo$¢ podwdjnej reprezentacji 2. Dlatego tez, po pewnym skoriczonym czasie R stwierdzi, ze

S o bl >,

yeS’

Niech v bedzie pierwszym w porzadku wojskowym stowem takim, ze v # U(y), dla kazdego y € §’. Za-
uwazmy, ze Ky (v) > n (z definicji ). Wtedy wreszcie nasza maszyna R zatrzymuje sie z wynikiem R(z) = v.
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Zgodnie z Faktem z poprzedniego wykladu, istnieje stata cyr, ze
Ky (v) < Kgr(v) + cur.
Ale Kg(v) < |z| (skoro R wygenerowalta v z wejscia x). To daje nam
n < Ky(v) < Kr(v) +cur <|z| +cur
i nieréwnosé ta zachodzi dla kazdego z, takiego ze U(z) = §,,. A zatem
n < Ky(Q,) + cur

dla kazdego n, tak wiec ¢ = cyr moze by¢ zadang stala. O

3.4 Zwiazek z entropia Shannona

Jesli stata Chaitina zinterpretujemy jako prawdopodobienistwo, ze bezprefiksowa maszyna uniwersalna U si¢
zatrzymuje, to dla y € {0,1}*,
poly)= Yy, 27V

v:U(v)=y

stanowi prawdopodobieristwo zdarzenia, ze maszyna U zatrzymuje sie z wynikiem y.

Zauwazmy, ze py nie stanowi miary prawdopodobienstwa na {0, 1}*, w szczegolnosci

Z pu(y) =, anie 1.
y€{0,1}*

Ale juz

wyznacza prawdopodobienistwo na {0, 1}*.

Jak pamietamy z wykladu 3, dla skoniczonej przestrzeni probabilistycznej S, optymalne kodowanie ¢ : S —
{0, 1}* bylo osiagniete wtedy, gdy

o(y)| & —logy (p(y))
Doktladniej, rowno$é byta osiagnieta dla prawdopodobienistw bedacych potegami %, a w ogblnosci mamy
zbieznosé asymptotyczna.

Otéz podobny zwiazek mozemy wskazaé dla bezprefiksowej ztozonosci Kolmogorowa, ktora w pewnym sensie
wyznacza optymalne kodowanie stow w {0, 1}*, przy okreslonym wyzej prawdopodobiernistwie p.

Mowigc nieformalnie, mamy
K(y) ~ —loga p(y).

Dokladniej, pokazemy nastepujacy
Theorem 14 (Entropia Kolmogorowa). Istnieje stata ¢, ze dla dowolnego y € {0,1}*,
K(y) —c < —logyp(y) < K(y) +c.
Proof. Oczywiscie, wystarczy jesli pokazemy
K(y) —c< —logypu(y) < K(y) +c.
Mamy K (y) = |z|, dla pewnego z, takiego, ze U(z) = y, a zatem
1
x

Pl < pU(y)a
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skad

Pozostaje dowiesé, ze

K(y) < —logpu(y) +c
dla pewnej stalej c. Wobec Faktu o niezmienniczo$ci, wystarczy w tym celu skonstruowaé bezprefiksowa
maszyne 1T' taka, ze dla kazdego y istnieje w, takie, ze T'(w,) =y oraz

lwy| < —logpu(y) + ¢,
gdzie ¢ nie zalezy od y.
Zanim zdefiniujemy maszyne T wprowadzimy pojecie pomocnicze.

Przedziatem binarnym jest z definicji przedzial postaci

1 1 1 1
aq §+a2?++ak2ik,.[/+2ﬁk 5
L
gdzie aq,...,ar € {0,1}; ar, = 1. Zalozenie ay = 1 stluzy temu, by L jednoznacznie wyznaczalo przedzial

binarny. Na zbiorze przedzialéw zdefiniujemy funkcje L, ktéra dla danego przedzialu zwraca lewy koniec
najwiekszego przedzialu binarnego w nim zawartego. Gdyby bylo wiecej przedzialéow o tej samej dtugosci,
L zwraca ten, ktérego poczatek jest potozony najbardziej na lewo.

Opiszemy teraz dzialanie maszyny T uruchomionej z wejsciem p. Ustawmy wszystkie stowa z € {0,1}*
w porzadku wojskowym zg,z21,.... Uzywajac ruchu zygzakowatego, T symuluje maszyne U na danych
20,21, .... Niech Z;, bedzie zbiorem z takich, ze U(z) = y oraz U(z) | w co najwyzej ¢t krokach maszyny
T. Podczas obliczeri pamietamy wielkosé

@(tvy): Z %

2€Z4¢ .y

Mozemy ja zapamietaé, bo dla kazdego t mamy (¢, y) # 0 tylko dla skoniczenie wielu y. Oczywiscie ¢(t,y)
ros$nie wraz z t oraz

Hm o(t,y) = pu(y).
Definiujemy funkcje pomocnicza
1 1
Y(ty) = max{? foE S o(t,y)}

Ilekro¢ w jakiej$ chwili ¢ funkcja ¢ (t,y) zwieksza swoja warto$¢ odkladamy na odcinku [0, 1] przedzial I ,,
dtugosci %1/}(75, y). Przedzialy odkladamy sasiadujaco, zaczynajac od 0. Poniewaz dla kazdego a

> 2%§2a7

1
e sa

suma dlugosci wszystkich przedzialow odlozonych dla danego y nie przekroczy py(y), a suma dlugosci
wszystkich przedzialéow nie przekroczy 1. Po odlozeniu I, znajdujemy L(I;,). Jezeli L(I;,) = p to
maszyna T koiczy prace zwracajac y.

Maszyna T jest bezprefiksowa, gdyz zbior poczatkow parami roztacznych przedzialéw binarnych jest bezpre-
fiksowy.

Jak wida¢ dla kazdego y istnieje p takie, ze maszyna skonczy prace i T'(p) = y. Takich p moze by¢ wiele.
Pozostaje pokazac, ze jest wérod nich takie, dla ktérego sg spelnione warunki natozone na w,
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Zauwazmy najpierw, ze dla kazdego y zostanie odtozony przedzial o dtugosci dowolnie bliskiej ipU(y). Niech
€ (0,1). Rozpatrzmy I, takie, ze |I; | > 1o - py(y). L(I:,) bedzie naszym szukanym w,. Poniewaz (co
za chwile wykazemy) dla przedziatu dtugosci 55 dtugosé najdtuzszego przedziatu binarnego w nim zawartego

wynosi przynajmniej ﬁ mamy
1 1

1
m > 4|It,y| > *OZPU(y)

16
oraz
lwy| < —logpy(y) — log a+4.
~——

<0

Oszacujemy teraz dtugosé przedziatu binarnego. Niech A bedzie lewym koricem odcinka o dlugosci 2% Do

odcinka nalezy liczba postaci gr, gdzie n € N. Przedzial binarny wyznaczamy w nastepujacy sposob:

o Jesli A=k to L =2 lub L = %% + 5.

41z 1 1
.J6811A+W<2%,t0.[/:%_w

— 2

3.5 Losowosé

Losowo$é jest brakiem regularnosci. Jednoczesnie brak regularnosci oznacza niekompresowalnosé. W statystyce
losowos$¢ probki okresla sie za pomoca testow (np. test serii). Testy sa to procedury, ktore dla zadanej probki
i istotnosci decyduja, czy probka jest losowa. Wykazemy, ze niekompresowalnosé¢ implikuje spetnianie wszys-
tkich efektywnych testoéw losowosci.

Mamy zbior probek S = {0,1}* i miare probabilistyczna p na S. Chcemy podzieli¢ S na elementy, ktore
posiadaja pewna wyrdzniajaca je ceche oraz takie, ktore jej nie posiadaja. Intuicyjnie z € S jest losowy, gdy
nie posiada zadnych wyrdzniajacych go cech.

Przez L(z) = 27211=1 oznaczymy miare jednostajna na S. Niech L, (z) = L(z||z| = n), zachodzi L, (z) =
27", gdy || =n i L,(z) = 0 wpp.

Przyktadowo, zalézmy, ze p = L i niech badang cechg ciagu bedzie prefiks zlozony z samych zer. Oznaczmy
przez V,, zbiér wszystkich takich ciggow, ktére maja prefiks 0™. Mamy Vy O Vi D V5 oraz

. Hze{0, 3"z eV} 201
S plellal =) = > ==

€V,

Jak wida¢ wraz ze wzrostem m cecha wyrdzniajaca staje sie coraz silniejsza, a jednocze$nie maleje praw-
dopodobietistwo wylosowania obiektu majacego taka ceche.

Prawdopodobieristwo wylosowania ciagu x zaczynajacego sie od m zer wynosi %, zatem z istotnoscig %
mozemy odrzucié¢ hipoteze, ze x zostal wylosowany. W ogo6lnosci

1
om

Definition 18. Niech Vy 2 Vi 2 V. V,, jest regionem krytycznym z istotnoscig jesli dla kazdego n

> plallal =) < o

TEVm
Jesli x € V,,, to z istotnoscia 2%,1 nie jest losowy.

Niech § : S — N bedzie taka, ze V,,, = {z : §(z) > m}.
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Definition 19. § : S — N jest p-testem, gdy dla kazdego m

> plafle] =n) <

z:6(x)>m

1
om’

Definition 20. Test § nazwiemy efektywnym jesli zbior

V = {(m,x) : 8(x) > m}
jest rekurencyjnie przeliczalny, tzn. jesli istnieje maszyna Ms generujgca skoriczony lub nie cigg (m,x) € V
i kazdy element V' jest przez mig generowany.

Definition 21. Uniwersalny test Martina-Lofa ze wzgledu na rozklad p (uniwerslany p-test) jest to test
do(-|p) taki, ze dla kazdego efektywnego p-testu § istnieje stata ¢ taka, Ze dla kazdego x € S

do(z|p) > d(x) —c.

Niech Uy, = {x : do(z|p) > m} i Vi, = {x : 6(x) > m} wtedy
Ve € Up.

Theorem 15. Istnieje uniwersalny p-test.

Proof. Na poczatek skonstruujemy maszyne T, ktora wylicza wartosci testu, a potem udowodnimy, ze jest
on uniwersalny.

Bierzemy maszyne uniwersalna U. T symuluje U(k) wspolbieznie dla wszystkich k € N. Jedli k nie jest
kodem maszyny Turinga, U (k) petli sie. W przeciwnym przypadku, jesli generowany przez U (k) wynik nie
jest ciagiem par to T konczy symulacje U (k). Jezeli U (k) wypisze w trakcie symulacji na tasmie pare (m, )
to T sprawdza, czy wygenerowany dotychczas przez U (k) zbior par spelnia warunki regionéw krytycznych,
jesli nie to T koriczy symulacje U (k). W przeciwnym wypadku 7' wypisuje na wyjsciu (m — k, x), (m — k —
1,z),...,(0,z).

Niech ¢ bedzie testem wyliczanym przez U (k). Wtedy
do(z|p) = max{dx(x) —k: k > 1}.

Zatem 6o(-|p) spelnia warunek bycia testem uniwersalnym.

Pozostaje jeszcze oszacowaé wielko§é regionow krytycznych.

o0 oo
1 1
S selld=w<Y X plelll=m <Y gt = o
z:80 (z|p)>m k=1xz:0(x)>m+k k=1
O
Definition 22. Niech U bedzie uniwersalng maszyng Turinga, a [-,-] funkcjg pary. Warunkowa zlozonosgé

Kolmogorowa jest to
Cu(xly) = min{|z| : U([y, 2]) = «}.

Warunkowa ztozono$é Kolmogorowa z doktadnoscia do statej jest niezalezna od wyboru maszyny uniwersal-
nej.

Theorem 16. Funkcja
So(zlp) = || = C(zlz]) -1

jest uniwersalnym testem dla rozktadu jednostajnego L.
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Proof. Najpierw zauwazmy, ze zbior {(m,z) : do(z|p) > m} jest rekurencyjnie przeliczalny. Generuje go
bowiem maszyna T, ktora symuluje wspotbieznie maszyne uniwersalna U na wszystkich parach y,z € N.
Gdy U(z) = z, to jesli |z| # y ignorujemy wynik. Wpp. mamy C(z||z|) < |z|. Zatem o(z[p) > |z| — |2 — 1,
czyli T moze wypisa¢ na wyjsciu (|z| — |z| — 1, z).

Sprawdzamy warunek regionow krytycznych. Ustalamy |z|. Liczba a-6w takich, ze C(z||z|) < |z| —m — 1
nie moze by¢ wieksza niz liczba programow dlugosei co najwyzej |z| — m — 1, wiec

{z : |2| = C(a|lz]) = 1 > m}| < 2lF=m=t

Pokazemy, ze dla kazdego testu § istnieje stala ¢ taka, ze dp(z|p) > §(z). Ustalmy uniwersalng maszyne U,
niech (Ms) bedzie kodem maszyny generujacej 6. Udowodnimy, ze C(x‘|x|) < |z| = 6(x) + 2|(Ms)|. Wtedy

do(x,p) = |2| = C(x[|z]) =1 > 6(x) — (2/(Ms)| + 1).

Ustalmy z. Niech
A={z:8() 2 8(x), 2] = |z}

Zauwazmy, 7e x € A oraz z wlasnosci regionow krytycznych 6(x) < |z| i |A| < 21#1=9@) Majac |z| i 6(x)
mozemy wyliczy¢ przy pomocy Ms elementy A. Niech s bedzie numerem = w tym wyliczeniu, |bin(s)| <
|z| — §(x). Konstuujemy ciag

|| —8(x)—[bin(s)]

Dostajemy maszyne, ktora znajac wezesniej |z| na podstawie t oraz (My) wylicza §(x) = |z| — |t| a nastepnie
T. O
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